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Chapter 1: Introduction
[bookmark: Sec_1_1_Purpose][bookmark: _Toc523712624][bookmark: _Toc523737973][bookmark: _Toc523791584][bookmark: _Toc523791934][bookmark: _Toc523792189][bookmark: _Toc523792444][bookmark: _Toc523792699][bookmark: _Toc523792954][bookmark: _Toc523814778][bookmark: _Toc523815033][bookmark: _Toc523815288][bookmark: _Toc523815543][bookmark: _Toc523815798][bookmark: _Toc523816189][bookmark: _Toc523816444][bookmark: _Toc526230418][bookmark: _Toc58379098][bookmark: _Toc430617202]1.1 Purpose
The purpose of the DSHS Information Security Policy Manual is to provide information to establish a safe, secure environment for protecting the integrity and confidentiality of Department data and for safeguarding Department information resources.   
[bookmark: Sec_1_2_Scope][bookmark: _Toc523712625][bookmark: _Toc523737974][bookmark: _Toc523791585][bookmark: _Toc523791935][bookmark: _Toc523792190][bookmark: _Toc523792445][bookmark: _Toc523792700][bookmark: _Toc523792955][bookmark: _Toc523814779][bookmark: _Toc523815034][bookmark: _Toc523815289][bookmark: _Toc523815544][bookmark: _Toc523815799][bookmark: _Toc523816190][bookmark: _Toc523816445][bookmark: _Toc526230419][bookmark: _Toc58379099][bookmark: _Toc430617203]1.2 Scope
A.	Information security covers the protection of Department data in any form, and the safeguarding of IT resources.
1.	The protection of data (both physical and electronic) includes:
· Safeguarding the confidentiality of data recorded on any type of media (paper, magnetic, electronic, whiteboards, etc.),
· Protecting the integrity of data, and 
· Ensuring the availability of data (proper backups, etc.). 
2.	Protection of information resources (equipment and software) includes all measures needed to safeguard resources from theft, tampering, electrical hazards, and natural or manmade disasters.
3.	The physical protection of both data and information resources includes measures restricting access, such as changing combinations to entry doors and safes. 
B.	The provisions of this manual apply to all DSHS employees, and to contractors and other users who have access to Department information systems, equipment, or infrastructure.  For binding service providers and contractors to the provisions of this manual, where appropriate, see Section 2.2.2 Contracting.
[bookmark: Sec_1_3_Authority][bookmark: _Toc523712626][bookmark: _Toc523737975][bookmark: _Toc523791586][bookmark: _Toc523791936][bookmark: _Toc523792191][bookmark: _Toc523792446][bookmark: _Toc523792701][bookmark: _Toc523792956][bookmark: _Toc523814780][bookmark: _Toc523815035][bookmark: _Toc523815290][bookmark: _Toc523815545][bookmark: _Toc523815800][bookmark: _Toc523816191][bookmark: _Toc523816446][bookmark: _Toc526230420][bookmark: _Toc58379100][bookmark: _Toc430617204]1.3 Authority
The DSHS Information Security Office (ISO) developed this manual by the authority of the DSHS Chief Information Officer (CIO) and DSHS Deputy Secretary.  
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The Department’s strategy for protecting the integrity and confidentiality of data and safeguarding information resources contains five primary elements: 
A.	Maintaining a centralized capability to oversee the Department wide information security program;
B.	Having appropriate security policies and procedures in place that are accessible by all Department employees;
C.	Requiring managers at all levels to enforce these policies and procedures;    
D.	Implementing a review process to ensure compliance with published policies and procedures; and
E.	Implementing a reporting system that allows the DSHS Secretary to measure and report on organizational compliance with published security policy.   
[bookmark: Sec_1_4_1_Centralized_Secu_Admin][bookmark: _Toc58379102][bookmark: _Toc523712628][bookmark: _Toc523737977][bookmark: _Toc523791588][bookmark: _Toc523791938][bookmark: _Toc523792193][bookmark: _Toc523792448][bookmark: _Toc523792703][bookmark: _Toc523792958][bookmark: _Toc523814782][bookmark: _Toc523815037][bookmark: _Toc523815292][bookmark: _Toc523815547][bookmark: _Toc523815802][bookmark: _Toc523816193][bookmark: _Toc523816448][bookmark: _Toc526230422][bookmark: _Toc430617206]1.4.1 Centralized Security Administration
A.	Administrative Policy 15.10, Information and Technology Security, Paragraph A, requires the CIO to appoint a Chief Information Security Officer (CISO) to administer the Department’s Information Security Program.  This individual also serves as the Enterprise Technology Information Security Manager and manages the Information Security Office. 
B.	In accordance with Administrative Policy 15.10, Paragraph B, responsibilities of the CISO include:
· Developing and maintaining the administrative policies related to the security of the Department’s information and IT resources;
· Maintaining the Information Security Policy Manual (this document) which documents the Department’s information security policies and standards;
· Coordinating and administering federal and state information security audits (see Chapter 9); 
· Preparing and disseminating state and federal reports as required by statute (see Chapter 9);
· Developing and maintaining guidelines for Disaster Recovery Plans throughout the Department (see DSHS IT Disaster Recovery Manual);
· Providing consultative and advisory services to managers and users throughout the Department on matters pertaining to information and IT resource security, risk analysis and disaster recovery; and
· Providing ongoing information and IT resource security related training throughout the Department (see Chapter 2).
[bookmark: Sec_1_4_2_Pol_and_Proc][bookmark: _Toc526230423][bookmark: _Toc58379103][bookmark: _Toc430617207]1.4.2 INFORMATION Security Policies and Procedures 
The Department’s Information Security Program is based on various federal and state regulations.  For a comprehensive listing of these regulations, including DSHS administrative policies relating to information security, see DSHS IT Security References R1.4.2 IT Security Policies and Procedures.
[bookmark: Sec_1_4_3_Responsibility][bookmark: _Toc523712630][bookmark: _Toc523737979][bookmark: _Toc523791590][bookmark: _Toc523791940][bookmark: _Toc523792195][bookmark: _Toc523792450][bookmark: _Toc523792705][bookmark: _Toc523792960][bookmark: _Toc523814784][bookmark: _Toc523815039][bookmark: _Toc523815294][bookmark: _Toc523815549][bookmark: _Toc523815804][bookmark: _Toc523816195][bookmark: _Toc523816450][bookmark: _Toc526230424][bookmark: _Toc58379104][bookmark: _Toc430617208]1.4.3 Responsibility for Enforcing Policy 
Managers at all levels are responsible for enforcing compliance with information security policies and required security measures (also see Section 2.2.9 Sanctions).
[bookmark: Sec_1_4_4_Responsibility_All][bookmark: _Toc430617209]1.4.4 Responsibilities of All DSHS Organizations
The responsibilities of all DSHS organizations, as they relate to information security, include the following:
A.	Implementing the requirements described in this manual;
B.	Conducting risk, threat, and vulnerability analyses, as described at Section 9.2.2 Risk, Threat, and Vulnerability Analyses;
C.	Implementing and documenting security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level, relating to the confidentiality, integrity, and availability of Department data and systems.
D.	DSHS client programs covered under HIPAA shall implement and document reasonable and appropriate policies and procedures to comply with the provisions of the HIPAA Security Rule. These policies and procedures, as well as documented records of updates and review of documentation, records of access to ePHI, audit logs, access reports, security incident logs and assessments, must be retained for a minimum of six years from the date of their creation or last effective date.
All covered entities shall periodically review and update policies and procedures in response to environmental or organizational changes that affect the security of electronic protected health information (ePHI).
[bookmark: _1.4.5_Exceptions_to][bookmark: Sec_1_4_5_Exceptions][bookmark: _Toc430617210]1.4.5 Exceptions to Policy
Situations may occur or exist where meeting policy conflicts with business need.  An exception to policy may be requested in writing.  This request must detail the business need for the exception, the technical steps to be taken to address any security concerns, and the process and timeframe for implementing.  All requests should be addressed to the DSHS Chief Information Officer for approval.
[bookmark: Sec_1_4_6_Review][bookmark: _Toc523712631][bookmark: _Toc523737980][bookmark: _Toc523791591][bookmark: _Toc523791941][bookmark: _Toc523792196][bookmark: _Toc523792451][bookmark: _Toc523792706][bookmark: _Toc523792961][bookmark: _Toc523814785][bookmark: _Toc523815040][bookmark: _Toc523815295][bookmark: _Toc523815550][bookmark: _Toc523815805][bookmark: _Toc523816196][bookmark: _Toc523816451][bookmark: _Toc526230425][bookmark: _Toc58379107][bookmark: _Toc430617211]1.4.6 Review of Organizational Security Practices
DSHS is subject to a variety of federal and state information security audits/reviews (see Chapter 9, Security Assessments, Reviews, and Reports,).
[bookmark: Sec_1_4_7_Reports][bookmark: _Toc523712632][bookmark: _Toc523737981][bookmark: _Toc523791592][bookmark: _Toc523791942][bookmark: _Toc523792197][bookmark: _Toc523792452][bookmark: _Toc523792707][bookmark: _Toc523792962][bookmark: _Toc523814786][bookmark: _Toc523815041][bookmark: _Toc523815296][bookmark: _Toc523815551][bookmark: _Toc523815806][bookmark: _Toc523816197][bookmark: _Toc523816452][bookmark: _Toc526230426][bookmark: _Toc58379108][bookmark: _Toc430617212]1.4.7 Mandatory Reports
The DSHS Information Security Office produces several mandatory security-related reports for OCIO and/or the Internal Revenue Service (see Chapter 9). 

[bookmark: Sec_1_5_Eff_Date][bookmark: _Toc523712634][bookmark: _Toc523737983][bookmark: _Toc523791594][bookmark: _Toc523791944][bookmark: _Toc523792199][bookmark: _Toc523792454][bookmark: _Toc523792709][bookmark: _Toc523792964][bookmark: _Toc523814788][bookmark: _Toc523815043][bookmark: _Toc523815298][bookmark: _Toc523815553][bookmark: _Toc523815808][bookmark: _Toc523816199][bookmark: _Toc523816454][bookmark: _Toc526230428][bookmark: _Toc58379109][bookmark: _Toc430617213]1.5 Effective Dates
This manual was originally issued in 1994   
Revision 1 was effective June 30, 1996    
Revision 2 was effective March 1, 2001
Revision 3 was effective May 1, 2002 
Revision 4 was effective December 2002    
Revision 5 was effective December 2003    
Revision 6 was effective January 2005
Revision 7 was effective April 2006
Revision 8 was effective March 2007
Revision 9 was effective March 2008
Revision 10 was effective April 16, 2009
Revision 11 was effective April 8, 2010
Revision 12 was effective April 11, 2011
Revision 13 was effective May 25, 2012
Revision 13.1 was effective March 1, 2013
Revision 14 was effective April 1, 2015
Revision 14.1 was effective March 21, 2015
Revision 14.2 was effective July 1, 2015
Revision 14.3 is effective September 18, 2015
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A.	This manual is organized into chapters, with each chapter covering a major topic of information and technology security. Chapters are generally organized into one or more sections, as follows:
1.	The Introduction presents a chapter overview and, in some cases, a brief description of various topics discussed.
2.	The Policy section is divided into three parts, as follows:
a.	A policy statement – states what must be accomplished.
b.	Standards – mandatory actions needed to mitigate risks and comply with policy statement.
c.	Guidelines (optional) – recommended practices that, if adopted, will enhance security mandated by the policy statement.
B.	Procedures and/or checklists are helpful for describing step-by-step processes required for some security related functions.  A link to the applicable procedures will be provided at the appropriate place within this manual.
C.	Online links are provided to most reference documents.   
[bookmark: Sec_1_7_Revisions][bookmark: _Toc523712636][bookmark: _Toc523737985][bookmark: _Toc523791596][bookmark: _Toc523791946][bookmark: _Toc523792201][bookmark: _Toc523792456][bookmark: _Toc523792711][bookmark: _Toc523792966][bookmark: _Toc523814790][bookmark: _Toc523815045][bookmark: _Toc523815300][bookmark: _Toc523815555][bookmark: _Toc523815810][bookmark: _Toc523816201][bookmark: _Toc523816456][bookmark: _Toc526230430][bookmark: _Toc58379111][bookmark: _Toc430617215]1.7 Revisions 
The Information Security Office (ISO) is responsible for revisions to this manual.  It will be reviewed and revised annually, or more often as needed. The ISO will retain superseded versions of this manual for six years. DSHS Administrations may submit recommended changes to this manual to the DSHS Information Security Office (ISO) at dshsinfosec@dshs.wa.gov or:
DSHS CISO    
Information System Services Division    
MS: 45889    
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This manual is only available online.  Parts or this entire manual may be printed using available print functions.
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[bookmark: _2.1_Introduction][bookmark: Sec_2_1_Intro][bookmark: _Toc523712644][bookmark: _Toc523737993][bookmark: _Toc523791604][bookmark: _Toc523791954][bookmark: _Toc523792209][bookmark: _Toc523792464][bookmark: _Toc523792719][bookmark: _Toc523792974][bookmark: _Toc523814798][bookmark: _Toc523815053][bookmark: _Toc523815308][bookmark: _Toc523815563][bookmark: _Toc523815818][bookmark: _Toc523816209][bookmark: _Toc523816464][bookmark: _Toc526230441][bookmark: _Toc58379114][bookmark: _Toc430617218]2.1 Introduction
	This chapter pertains to policies and procedures that relate to employees and other system users.  These policies and procedures are designed to protect information technology (IT) resources from misuse, and to protect confidential or sensitive information (i.e. categories 2, 3, or 4—as defined at Section 3.2.1) from unauthorized disclosure or modification.  This chapter covers:
· Hiring and approving access; non-disclosure agreements (2.2.1),
· Contracting (2.2.2),
· Security awareness and training (2.2.3),
· IT staff training (2.2.4),
· Separation of duties and supervision (2.2.5),
· Appropriate use of state resources, and telecommuting (2.2.6),
· Use or connection of non DSHS-owned IT resources (2.2.7),
· Termination and transfer of employees (2.2.8), and
· Sanctions (2.2.9).
[bookmark: _Toc523712645][bookmark: _Toc523737994][bookmark: _Toc523791605][bookmark: _Toc523791955][bookmark: _Toc523792210][bookmark: _Toc523792465][bookmark: _Toc523792720][bookmark: _Toc523792975][bookmark: _Toc523814799][bookmark: _Toc523815054][bookmark: _Toc523815309][bookmark: _Toc523815564][bookmark: _Toc523815819][bookmark: _Toc523816210][bookmark: _Toc523816465][bookmark: _Toc526230442][bookmark: _Toc58379115][bookmark: _Toc430617219]2.2 Policies and Standards
[bookmark: _2.2.1_Hiring_and][bookmark: Sec_2_2_1_Hiring][bookmark: _Toc523712646][bookmark: _Toc523737995][bookmark: _Toc523791606][bookmark: _Toc523791956][bookmark: _Toc523792211][bookmark: _Toc523792466][bookmark: _Toc523792721][bookmark: _Toc523792976][bookmark: _Toc523814800][bookmark: _Toc523815055][bookmark: _Toc523815310][bookmark: _Toc523815565][bookmark: _Toc523815820][bookmark: _Toc523816211][bookmark: _Toc523816466][bookmark: _Toc526230443][bookmark: _Toc58379116][bookmark: _Toc430617220]2.2.1 Hiring and Approving Access; Non-disclosure Agreements
[bookmark: _Toc523712647]Policy Statement 2.2.1
Before hiring employees who may potentially have access to confidential information, or who may administer IT resources, or before approving their access, consider and, where appropriate, verify information obtained about the person during the hiring process e.g. information on the employment application, resume, or supplied during interviews. Also require non-disclosure agreements.
[bookmark: _Toc523712648]Standards
S1.	DSHS hiring authorities shall verify the veracity of the information provided on all employment applications to the extent possible.
S2.	All DSHS administrations shall establish and make readily available to individuals requiring access to Department information systems rules that describe the user’s responsibilities and expected behavior with regard to information and information system usage. The following requirements shall apply to these rules:
· The rules shall be established and maintained by the designated owner of the information system. The designated owner shall be responsible for storing the rules in a format and location that is easily accessible and recoverable.
· The rules shall align with DSHS Information Security Office policy.
· All users shall be required to sign an acknowledgment stating that they read, understand, and agree to abide by these rules before access is authorized.
· The designated owner of the information system shall maintain a copy of the signed acknowledgment.
· The rules shall be reviewed and updated at least annually.
· Users who have signed a previous version of the rules of behavior shall be required to read and re-sign an acknowledgment if updates are made.
· The rules shall include explicit restrictions on use of social media/networking websites and posting agency information on public websites.
NOTE: These requirements are based on IRS Publication 1075.
S3.	As a condition of employment all DSHS employees, contractors, and other users shall be required to sign formal non-disclosure agreements (i.e. DSHS Form 03-374). A nondisclosure agreement is a legally binding document that prohibits any unauthorized access to or disclosure of confidential information. A nondisclosure agreement shall be signed at the time of hire, before physical or logical access is granted to DSHS information systems or confidential information. The agreement shall be reviewed and updated as necessary annually thereafter.
Nondisclosure agreements shall be kept with the personnel file, contract, or other agreement associated with the employee, contractor, or other user who signed it.
An electronic acknowledgment may be used in place of a paper form for renewal of nondisclosure agreements in information systems that support such a model.

[bookmark: Sec_2_2_2_Contracting][bookmark: _2.2.2_Contracting][bookmark: _Toc58379117][bookmark: _Toc430617221][bookmark: _Toc523712649][bookmark: _Toc523737996][bookmark: _Toc523791607][bookmark: _Toc523791957][bookmark: _Toc523792212][bookmark: _Toc523792467][bookmark: _Toc523792722][bookmark: _Toc523792977][bookmark: _Toc523814801][bookmark: _Toc523815056][bookmark: _Toc523815311][bookmark: _Toc523815566][bookmark: _Toc523815821][bookmark: _Toc523816212][bookmark: _Toc523816467][bookmark: _Toc526230444]2.2.2 Access for Contractors and Other Non Employees
Definitions: 
· Internal Department IT systems, equipment, or infrastructure: Systems, etc. designed primarily for Department employees. Examples include (1) Department administered workstation computers, (2) Department local area networks (LANs), and (3) Department provided access to the Internet.  This does not include applications or file transfer facilities that are typically accessed by non DSHS employees over the Internet.
Policy Statement 2.2.2
Appropriate safeguards must be put into place before granting to vendors, contractors, business partners, or other non DSHS employees access to Department IT equipment or other IT resources.
Standards
S1.	Before allowing a non DSHS employee to use internal Department IT systems, equipment, or infrastructure:
a.	Obtain, consider, and/or examine, as appropriate, references or other information about the person.
b.	Provide in a contract or agreement that:
(1)	Any use of State resources must be limited to specified purposes, consistent with DSHS administrative policies; and
(2)	Each user of internal DSHS IT systems, equipment, or infrastructure will comply with DSHS information security policy requirements that are applicable for the specific access they are granted.
S2.	Non DSHS employees will be required to sign DSHS non-disclosure agreements (such as DSHS form 03-374B Agreement on Nondisclosure of Confidential Information — Non-DSHS Employee) whenever that person:
a.	Is stationed to work in a DSHS facility; and
b.	Is either allowed to use internal Department IT systems, equipment, or infrastructure; or has a reasonable possibility of being exposed to confidential information. 
These agreements will prohibit employees from accessing or disclosing information unless such access or disclosure is appropriate and authorized.  Non-disclosure agreements will be renewed annually.
NOTE: If confidential information is to be shared with a contractor; and stored on computers, devices, or removable media not administered by DSHS; or taken outside a DSHS secure area; include in the contract the required elements of a data sharing contract as described at section 3.2.4 Data Sharing Contracts.
[bookmark: _Toc58379118]NOTE: Before vendors, contractors, or other business partners may connect any non DSHS-owned computer to a DSHS network, either directly or remotely, they must agree, in writing, to comply with anti-virus and patch management requirements, as required by section 2.2.7 Use or Connection of Non DSHS Administered IT Resources, below. 
[bookmark: Sec_2_2_3_Trng][bookmark: _Toc430617222]2.2.3 INFORMATION Security Awareness and Training 
Policy Statement 2.2.3
All Department employees must receive annual security awareness training. Other users, such as contractors, who have access to Department IT equipment or other IT resources must also be made aware of security requirements.
[bookmark: _Toc523712651]Standards
S1.	All Department employees must receive security awareness training when hired and annually thereafter. 
S2.	This training will include, at a minimum, the online, user-level, security awareness training available at the DSHS Learning Center. DSHS program areas may supplement this with program specific training.
S3.	Security awareness training for employees will include:
a.	Protecting the integrity and confidentiality of Department data;
b.	Password management, including procedures for creating, changing, and safeguarding passwords;
c.	Guarding against, detecting, and reporting viruses and other malicious software;
d.	Protecting Department IT resources including the permitted use of equipment and software; and
e.	Complying with commercial software licensing agreements (see Administrative Policy 15.12).
f.	How to respond in the event of an incident as relevant to the individual’s job function (ref. OCIO 141.10, 1.4.(3)).
[bookmark: OLE_LINK8][bookmark: OLE_LINK9]S4.	Security awareness training will be reviewed annually, and updated as needed.
S5.	The Information Security Policy Manual and other pertinent directives regarding the use of IT resources must be made readily accessible to all Department employees.
[bookmark: _Toc523712652][bookmark: _Toc523737997][bookmark: _Toc523791608][bookmark: _Toc523791958][bookmark: _Toc523792213][bookmark: _Toc523792468][bookmark: _Toc523792723][bookmark: _Toc523792978][bookmark: _Toc523814802][bookmark: _Toc523815057][bookmark: _Toc523815312][bookmark: _Toc523815567][bookmark: _Toc523815822][bookmark: _Toc523816213][bookmark: _Toc523816468][bookmark: _Toc526230445]S6.	Contractors and other non DSHS employees who have access to Department IT systems, equipment, or infrastructure will be made aware of security requirements applicable to the specific access they are granted, via training, contract language, or other means as appropriate.
[bookmark: _2.2.4_IT_Staff][bookmark: Sec_2_2_4_IT_Staff_Trng][bookmark: _Toc58379119][bookmark: _Toc430617223]2.2.4 IT Staff Training 
Policy Statement 2.2.4
IT staff with administrative rights to servers, workstations, applications, and/or data must be trained on security procedures.
[bookmark: _Standards_4][bookmark: _Toc523712654]Standards
[bookmark: _Toc523712655][bookmark: _Toc523737998][bookmark: _Toc523791609][bookmark: _Toc523791959][bookmark: _Toc523792214][bookmark: _Toc523792469][bookmark: _Toc523792724][bookmark: _Toc523792979][bookmark: _Toc523814803][bookmark: _Toc523815058][bookmark: _Toc523815313][bookmark: _Toc523815568][bookmark: _Toc523815823][bookmark: _Toc523816214][bookmark: _Toc523816469][bookmark: _Toc526230446]S1.	Before they assume their duties, IT staff with administrative rights to servers, workstations, applications, and/or data must be trained on security procedures relating to the scope of their responsibility.
[bookmark: _Toc58379120]Standard S2 has been eliminated from this manual.
[bookmark: Sec_2_2_5_Sep_duties][bookmark: _Toc430617224]2.2.5 Separation of Duties and Supervision
Policy Statement 2.2.5
Take reasonable precautions to minimize the risk of financial fraud or theft, or of the mishandling of confidential or sensitive information (i.e. categories 2, 3, or 4—as defined at Section 3.2.1), through separation of duties and supervision.
[bookmark: _Toc523712657]Standards
S1.	Design program area workflow to provide as much separation of sensitive functions as possible. 
S2.	Actively supervise, monitor, and review the activities of employees, other system users, and other persons who have access to DSHS IT resources or data, particularly where confidential data or the potential for committing fraud exists. 
Standard S3 has been eliminated from this manual.
[bookmark: _Toc523712658][bookmark: _Toc523737999][bookmark: _Toc523791610][bookmark: _Toc523791960][bookmark: _Toc523792215][bookmark: _Toc523792470][bookmark: _Toc523792725][bookmark: _Toc523792980][bookmark: _Toc523814804][bookmark: _Toc523815059][bookmark: _Toc523815314][bookmark: _Toc523815569][bookmark: _Toc523815824][bookmark: _Toc523816215][bookmark: _Toc523816470][bookmark: _Toc526230447]Guidelines 
G1.	DSHS organizations should consider the possible need for supervising persons, such as janitorial staff, who may require physical access to a facility, but who are not authorized to access confidential data.
[bookmark: Sec_2_2_6_Approp_Use][bookmark: _Toc58379121][bookmark: _Toc430617225]2.2.6 Appropriate Use of State Resources and telecommuting
Policy Statement 2.2.6
Take reasonable precautions to ensure that state resources are used only for those purposes allowed by state and Department policy.  See DSHS IT Security References R2.2.6 Usage Template, for an example of Appropriate Use Statement. 
[bookmark: _Toc523712660]NOTE: This policy also applies to contractors and other users who have access to Department IT systems, equipment, or infrastructure. Appropriate use statements must be spelled out in contracts, as required by section 2.2.2 Contracting. 
Standards 
S1. 	See WAC 292-110-010, Use of State Resources, and Administrative Policy 15.15, Use of Electronic Messaging Systems and the Internet, Section B, for restrictions on the use of state resources including: 
a.	The general requirement to use state resources for state business, and
b.	The limited conditions under which state resources may be used for personal purposes
S2.	Department employees and other system users must not:
a.	Attempt to gain unauthorized access to any information system, or attempt to capture or otherwise attempt to obtain passwords, encryption keys, or any other access control mechanisms that could allow them unauthorized access; or
b.	In any way cause unauthorized alteration to, damage to, or disruption of the operations of any information system, e.g. deliberately spreading viruses, or making another network unusable by launching a denial of service attack.
c.	Encrypt stored information unless an authorized recovery method is used, as described at standard 8.2.1.S3, Data Encryption and Secure File Transfer.
S3. 	Supervisors may authorize home use of Departmental equipment for official business in accordance with the provisions of Administrative Policy 18.80 Teleworking, item 10 What steps must DSHS take to ensure computer hardware/software/equipment security and information confidentiality?
NOTE: Home use of DSHS computers requires adequate maintenance of patches, anti-virus software, and compliance with other requirements described at Chapter 5, Network, Operating Systems, and Internet Security.  This should be coordinated with the appropriate IT staff. Use of employee owned computers, devices, or removable media must comply with section 2.2.7, Use or Connection of Non DSHS-owned IT Resources, below.
S4.	Department employees and other system users must not use Department computers, or connection to the State Government Network (SGN), to access non DSHS email systems or accounts, except as authorized for system testing (see also Administrative Policy 15.15.B.3.i).
[bookmark: Sec_2_2_7_Non_DSHS_Res][bookmark: _Toc58379122][bookmark: _Toc430617226]2.2.7 Use or Connection of Non DSHS Administered IT Resources
[bookmark: _Policy_Statement_2.2.7]Definitions: 
· Connect Directly to the DSHS Network: See Glossary.
· DSHS information: See Glossary.
· Non DSHS administered IT resources: See Glossary
· Removable media: See Glossary.
Policy Statement 2.2.7
Administrations may authorize non DSHS administered IT resources to be used to conduct state business and/or to connect to the DSHS network, under certain conditions.
Standards
S1.	Employee owned computers, devices, or removable media; that are capable of storing data; may not be connected directly to the DSHS network. However, non storage devices such as printers may be allowed under the following conditions:
a.	It has been approved by the IT Director or designee.
b.	The employee has acknowledged in writing that liability for loss or damage to the device is not assumed by the state.
S1A.	Administrations may authorize non employees (e.g. contractors) to connect computers, devices, or removable media; that are capable of storing data; and that are not administered by DSHS directly to the DSHS network, provided:
a.	It has been approved by the IT Director or designee; and
b.	The non employee has agreed (in writing if the engagement exceeds one day) to comply with applicable DSHS policies, such as the following:
(1)	Section 5.2.3 Patch Management (including patch reporting requirements), and section 5.2.6 Viruses and Other Unauthorized Software; 
(2) Restrictions on downloading DSHS information—standard 2.2.7.S2, below. 
[bookmark: _Toc523712661][bookmark: _Toc523738000][bookmark: _Toc523791611][bookmark: _Toc523791961][bookmark: _Toc523792216][bookmark: _Toc523792471][bookmark: _Toc523792726][bookmark: _Toc523792981][bookmark: _Toc523814805][bookmark: _Toc523815060][bookmark: _Toc523815315][bookmark: _Toc523815570][bookmark: _Toc523815825][bookmark: _Toc523816216][bookmark: _Toc523816471][bookmark: _Toc526230448][bookmark: _Toc58379123][bookmark: _2.2.8_Termination_and]S2.	DSHS information must not be downloaded to, saved to, or stored on non DSHS administered IT resources (i.e. computers, devices, or removable media), even temporarily, except under a contract as described at section 5.2.8 External Hosting.
NOTE: “DSHS information” does not include information that is not under the control of DSHS e.g. that which has been transmitted to another entity as public information or under a data sharing contract.
EXAMPLE: This standard would generally prohibit a DSHS employee from sending DSHS information to the employee’s personal email account, because that would result in the information being stored on a non DSHS administered e-mail server.
NOTE: Storing DSHS data on external or personal computing devices or media, including within email, may result in a legal requirement for employees or persons doing business with DSHS to surrender the devices/media for public records requests, in litigation discovery, external or internal investigations, and audits, or as necessary for work-related purposes.
NOTE: For non DSHS administered software and hardware used to connect remotely to DSHS computers or networks, see section 5.2.5.2 Remote Systems.
[bookmark: Sec_2_2_8_Term][bookmark: _Toc430617227]2.2.8 Termination and Transfer of Employees
[bookmark: _Policy_Statement_2.2.8]Policy Statement 2.2.8
When an employee or other system user terminates employment, transfers, or changes duties, access that is no longer needed or appropriate must be promptly revoked. The employee must be reminded of his or her duty to keep information confidential.
[bookmark: _Standards_6]Standards
S1.	Supervisors and/or managers must promptly report, to IT and security staff, duty changes or other personnel changes for which removal or reduction of computer system privileges is appropriate. Examples include but are not limited to:
· Hostile separations initiated by the employee, Department, or a contractor;
· Extended leave where access is not expected to be needed for at least 30 days; or
· Leave granted to a DSHS employee just prior to separation.
Standard S2 has been eliminated from this manual.
S3.	When an employee terminates employment with DSHS, user IDs shall be disabled (revoked) and/or deleted as described at section 4.2.3.1.S4 General User ID Requirements, and the employee’s system and application privileges, and facilities access, shall be removed.  This will include following the procedure described at DSHS IT Security Procedures Manual P2.2.8.S3.
S4.	When an employee or other system user has a change of duties, remove privileges that are no longer needed, and, if appropriate, disable/delete user IDs as required by section 4.2.3.1.S4 General User ID Requirements. 
S5.	Remind any employee that is leaving DSHS employment of his or her continuing responsibility to maintain the confidential nature of programs, data, and processes to which they have had access. Document this reminder in the individual's personnel file.
[bookmark: _2.2.9_Sanctions][bookmark: Sec_2_2_9_Sanctions][bookmark: _Toc58379124][bookmark: _Toc430617228]2.2.9 Sanctions
Policy Statement 2.2.9
Managers will enforce Department information security policies by applying appropriate sanctions against employees and other system users who fail to comply with those policies.  Criminal sanctions that result from illegal activities are applied by the appropriate court system. Managers’ responsibilities may be limited to reporting incidents that merit a legal investigation.
Standards
S1.	When an employee or other system user fails to comply with Department information security policies or standards, then their manager will apply appropriate sanctions for the type and frequency of the offense.
S2. 	In cases of willful neglect the Department is required by law to correct a violation within thirty (30) days. The 30-day period begins on the first date the Department knew or by exercising reasonable diligence would have known of the violation.

	NOTE: “Willful neglect” is a conscious, intentional failure or reckless indifference to one’s obligation to comply with administrative policies, laws, or regulations.
Guidelines
G1.	Sanctions may range from a verbal warning, up to, and including dismissal.  As noted above, legal sanctions are the responsibility of the court system.  These penalties are defined in State law, or in Federal legislation (HIPAA, Federal Tax Code, Social Security Act, etc.)
[bookmark: Sec_3_0_Chap_3_Classifying][bookmark: _Toc523712685][bookmark: _Toc523738010][bookmark: _Toc523791621][bookmark: _Toc523791971][bookmark: _Toc523792226][bookmark: _Toc523792481][bookmark: _Toc523792736][bookmark: _Toc523792991][bookmark: _Toc523814815][bookmark: _Toc523815070][bookmark: _Toc523815325][bookmark: _Toc523815580][bookmark: _Toc523815835][bookmark: _Toc523816226][bookmark: _Toc523816481][bookmark: _Toc526230458][bookmark: _Toc58379125][bookmark: _Toc430617229]
Chapter 3: Classifying and Protecting Data and IT Resources
[bookmark: _3.1_Introduction][bookmark: Sec_3_1_Intro][bookmark: _Toc523712686][bookmark: _Toc523738011][bookmark: _Toc523791622][bookmark: _Toc523791972][bookmark: _Toc523792227][bookmark: _Toc523792482][bookmark: _Toc523792737][bookmark: _Toc523792992][bookmark: _Toc523814816][bookmark: _Toc523815071][bookmark: _Toc523815326][bookmark: _Toc523815581][bookmark: _Toc523815836][bookmark: _Toc523816227][bookmark: _Toc523816482][bookmark: _Toc526230459][bookmark: _Toc58379126][bookmark: _Toc430617230]3.1 Introduction
This chapter covers:
· Classifying and protecting the confidentiality and integrity of Department data,
· Physical and environmental controls over IT equipment,
· Storage media, 
· Work areas, and
· Compliance with licenses for copyrighted material.
Privacy is protecting the confidentiality of personal information about employees and Department clients.  Privacy issues should be referred to the DSHS Privacy Officer for disposition in accordance with Administrative Policy 5.01, Privacy Policy – Safeguarding Confidential Information.
[bookmark: _Toc523712687][bookmark: _Toc523738012][bookmark: _Toc523791623][bookmark: _Toc523791973][bookmark: _Toc523792228][bookmark: _Toc523792483][bookmark: _Toc523792738][bookmark: _Toc523792993][bookmark: _Toc523814817][bookmark: _Toc523815072][bookmark: _Toc523815327][bookmark: _Toc523815582][bookmark: _Toc523815837][bookmark: _Toc523816228][bookmark: _Toc523816483][bookmark: _Toc526230460][bookmark: _Toc58379127][bookmark: _Toc430617231]3.2 Policies and Standards
[bookmark: _3.2.1_Classify_Data][bookmark: Sec_3_2_1_Classifying][bookmark: _Toc523712688][bookmark: _Toc523738013][bookmark: _Toc523791624][bookmark: _Toc523791974][bookmark: _Toc523792229][bookmark: _Toc523792484][bookmark: _Toc523792739][bookmark: _Toc523792994][bookmark: _Toc523814818][bookmark: _Toc523815073][bookmark: _Toc523815328][bookmark: _Toc523815583][bookmark: _Toc523815838][bookmark: _Toc523816229][bookmark: _Toc523816484][bookmark: _Toc526230461][bookmark: _Toc58379128][bookmark: _Toc430617232]3.2.1 Classify Data According to Level of Protection Needed
[bookmark: _Policy_Statement_3.2.1][bookmark: _Toc523712689]Policy Statement 3.2.1
Managers must ensure that data entrusted to their care is classified according to the four broad categories described below, and protected accordingly:
Category 1 – Public Information 

Public information is information that can be released to the public.  It does not need protection from unauthorized disclosure, but does need protection from unauthorized change that may mislead the public or embarrass DSHS.
Category 2 – Sensitive Information
Sensitive information is not specifically protected by law, but should be limited to official use only, and protected against unauthorized access.
· Computer system documentation that is not classified as Confidential (see below) should be classified as Sensitive.
Category 3 – Confidential Information
Confidential information is information that is specifically protected by law.  It generally includes:
a.	Personal information about individual clients, regardless of how that information is obtained;
b.	Information concerning employee payroll and personnel records;
c.	Source code of certain applications programs that could jeopardize the integrity of Department data or result in fraud or unauthorized disclosure of information if unauthorized modification occurred.
Category 4 – Confidential Information Requiring Special Handling
Confidential information requiring special handling is information for which:
a.	Especially strict handling requirements are dictated, e.g. by statutes, regulations, or agreements; or   
b.	Serious consequences could arise from unauthorized disclosure, ranging from life threatening to legal sanctions.
Examples of confidential information requiring special handling include: 
a.	Protected Health Information (PHI), as defined at Administrative Policy 5.01 Privacy Policy -- Safeguarding Confidential Information, and by the HIPAA Security Rule;
b.	Information that identifies a person as being or ever having been a client of an alcohol or substance abuse treatment, or mental health program;
c.	Federal wage data;
d.	Location of an abused spouse.
[bookmark: _Toc523712690]NOTE: Any references, in this manual, to “confidential” information apply to both category 3, “confidential information”, and to category 4, “confidential information requiring special handling” unless stated otherwise.
Standards
S1. 	Whenever different types of information, requiring different levels of protection, are commingled, all of the commingled information must be assigned the highest classification appropriate for any of the commingled information, and protected accordingly.
[bookmark: _3.2.2_General_Protection][bookmark: Sec_3_2_2_General][bookmark: _Toc58379129][bookmark: _Toc430617233]3.2.2 General Protection Requirements
Policy Statement 3.2.2
Managers must ensure that data entrusted to their care is protected according to the appropriate category described above.
[bookmark: _Standards_1]Standards
S1. 	Public disclosure of information must be in accordance with Administrative Policy 5.02, Public Disclosure of and Access to DSHS Records; Administrative Policy 5.01, Privacy Policy -- Safeguarding Confidential Information; the Public Records Act, Chapter 42.56 RCW; and other applicable law.
S2.	Protect the integrity of data, including public information, to preclude unauthorized changes.
S3.	Reproduce confidential or sensitive information (i.e. categories 2, 3, or 4—see section 3.2.1 above) only to the extent necessary to accomplish the Department's mission.
S4.	Restrict the use of confidential or sensitive information to employees and others (e.g. contractors) who have a need to know in the performance of their assigned duties.
[bookmark: _Toc523712679][bookmark: _Toc523738008][bookmark: _Toc523791619][bookmark: _Toc523791969][bookmark: _Toc523792224][bookmark: _Toc523792479][bookmark: _Toc523792734][bookmark: _Toc523792989][bookmark: _Toc523814813][bookmark: _Toc523815068][bookmark: _Toc523815323][bookmark: _Toc523815578][bookmark: _Toc523815833][bookmark: _Toc523816224][bookmark: _Toc523816479][bookmark: _Toc526230456][bookmark: _Toc58379130]S5.	Whenever possible, store electronic confidential information on secure servers.  In cases where this is not possible, the following is required.
a.	Management approval to store such information on any other device or removable media, as follows.
(1)	Document the scope of information that may be stored.
(2)	The approval may apply to a specific device/media item, or to a class or group of devices/media items.
(3)	The approval may be documented in a memo, form, or policy.
b.	Maintenance of inventory records to track devices or removable media containing confidential information. This includes:
(1)	A record for each device/media item on which storage of confidential information has been authorized;
(2)	The person(s) to whom each device/media item is assigned, and, where applicable, the physical location (see also standard S6, below);
(3)	Eventual destruction of the data in accordance with section 3.2.5 Destruction of Confidential or Sensitive Information;
(4)	Any additional information, if needed, to facilitate identification of (a) the documented approval (see above) applicable to the device/media item; and (b) the data stored on the device/item; and
(5)	Verification by inventories conducted at least annually
c.	Implementation of a higher level of security to include the measures described at sections 3.2.3, 3.2.5, 3.2.6, 3.2.8, and 3.2.9 below. 
EXAMPLES:
· Example 1: 
· Mary’s division director publishes a policy authorizing case workers to store on laptops certain personal information about clients in the worker’s assigned caseload, and describing how the data shall be encrypted.
· A checkout record shows which laptop has been assigned to Mary.
· Since Mary is a case worker, it is clear that the published policy applies to her laptop.
· If the laptop were stolen, Mary or her supervisor could provide a reasonably accurate estimate of what data was on it, based on the assigned caseload.
· Example 2: 
· John’s manager writes a memo authorizing John to store certain types of confidential data about certain persons on John’s laptop, and describing how the data shall be encrypted.
· A record in the TRACKS equipment inventory shows which laptop is assigned to John.
· If the laptop were stolen, John or his supervisor could provide a reasonably accurate estimate of what data was on it.
NOTE: DSHS information must not be stored on computers, devices, or removable media that are not administered by DSHS, except under a contract as described at section 5.2.8 External Hosting (see section 2.2.7 Use or Connection of Non DSHS Administered IT Resources).
S6.	For machines containing confidential information, including servers, network storage devices, and other computing devices, maintain inventory records showing person(s) responsible, and, where applicable, the physical location.
S7.	Administrations must formally appoint one or more IT security administrators to supervise the protection of information, computer systems, and other IT resources.  The DSHS CISO must be notified, in writing, of these appointments. (See Chapter 12, Mainframe and MAPPER Security, for mainframe security administrators.)  
NOTE: For encryption requirements, see Section 8.2.1 Data Encryption and Secure File Transfer.
Guidelines
G1.	Separate confidential or sensitive information from other information whenever possible (e.g. into different folders or directories). 
[bookmark: _3.2.3_Protecting_Data][bookmark: Sec_3_2_3_Prot_Data][bookmark: _Toc430617234]3.2.3 Protecting Data in hard copy Documents and removable Media 
[bookmark: _Toc523712680]Definitions: 
· Hard copy documents include paper and other non digital media.  
· Removable media include any machine readable media that may routinely be stored or moved independently of computing devices. Examples include magnetic tapes, optical discs (CDs or DVDs), flash memory (thumb drive) devices, external hard drives, and internal hard drives that have been removed from a computing device. 
· [bookmark: Sec_3_2_3_Trusted_System__Define][bookmark: Sec_3_2_3_Secure_Area__Define]Secure area:  an area that at least meets the requirements for work areas described at section 3.2.10.
· Trusted Systems include only the following methods of physical delivery: (1) hand-delivery by a person authorized to have access to the Confidential Information with written acknowledgement of receipt; (2) United States Postal Service (“USPS”) first class letter, or USPS delivery services that include Tracking, such as Certified Mail, Express Mail or Registered Mail; (3) commercial delivery services (e.g. FedEx, UPS, DHL) which offer tracking and receipt confirmation; and (4) the Washington State Campus mail system.
Policy Statement 3.2.3
Adequate controls and safeguards must be in place to prevent unauthorized access to hard copy documents, and to prevent the loss of or unauthorized access to information stored on removable media.
[bookmark: _Toc523712681]Standards
S1.	When hard copy documents or removable media that contain confidential information requiring special handling (i.e. category 4—see section 3.2.1 above) are not in use, store them in lockable containers or storage areas, e.g. cabinets or vaults.
S2.	Store hard copy documents or removable media containing confidential information (i.e. categories 3 or 4—see section 3.2.1 above) in locked containers or storage areas, e.g. cabinets or vaults after normal working hours.
S3.	Do not leave hard copy documents or removable media containing confidential or sensitive information unattended in areas readily accessible to the general public.
S3A.	For removable media containing confidential information (i.e. categories 3 or 4—see section 3.2.1 above):
a.	Encrypt the information, as described at section 8.2.1, Data Encryption and Secure File Transfer, standard S3, Encrypted storage of data; or
b.	If encryption is not technically feasible, ensure that media removed from a secure area is transported using a trusted system approved by your administration IT Security Administrator (see 3.2.2.S7) based on a documented risk assessment, taking into account such factors as the number of records, and the classification of the information.  At a minimum, when multiple records containing confidential information are to be transported, a trusted system with tracking shall be used. Also, leaving such media unattended e.g. in a locked vehicle parked outside overnight is not acceptable.
c.	Individual DSHS administrations may opt to encrypt all removable media for the purpose of ensuring against accidental breaches or to simplify business processes. This decision shall be made by the administration’s IT Director in consultation with the administration’s IT Security Administrator.
NOTE: See also 3.2.2.S5 regarding approval and inventory records for removable media.
S3B.	For hard copy documents which are taken outside a secure area, ensure that they are transported using a trusted system approved by your administration IT Security Administrator (see 3.2.2.S7) based on a documented risk assessment, taking into account such factors as the number of records, and the classification of the information.  At a minimum, when multiple records containing confidential information are to be transported, a trusted system with tracking shall be used. Also, leaving such documents unattended e.g. in locked a vehicle parked outside overnight is not acceptable.
Standard S4 has been eliminated from this manual, as of Revision 11.0.
Standard S5 has been eliminated from this manual.
Standard S6 has been eliminated from this manual.
[bookmark: _3.2.4_Data_Sharing][bookmark: Sec_3_2_4_Data_Sharing][bookmark: _Toc58379131][bookmark: _Toc430617235]3.2.4 Data Sharing Contracts
Policy Statement 3.2.4
[bookmark: _Toc58379135]The sharing of confidential data must be covered by a formal contract containing data protection language approved by the DSHS CISO.
Applicability:  
This section only applies when information is to be stored on computers, devices, or removable media not administered by DSHS; or taken outside a DSHS secure area.
	NOTE: If non DSHS employees are to be granted access to DSHS IT equipment or other IT resources, see section 2.2.2 Access for Contractors and Other Non Employees.
Standards
[bookmark: _Toc58379132]S1.	The sharing of confidential (i.e. categories 3 or 4—see section 3.2.1 above) DSHS data with an entity external to DSHS (see “Applicability”, above) must be covered by a formal contractual agreement.
[bookmark: _Toc58379133]a.	Data will not be shared until a signed, formal contractual agreement is in place.
[bookmark: _Toc58379134]b.	The contract must be created or recorded, stored, and maintained in the Agency Contracts Database (ACD) managed by the DSHS Central Contracts Services, as required by DSHS Administrative Policy 13.10.C.6, Central Contract Services (CCS), Signing Authority.
NOTE: Data sharing contracts created outside the ACD shall have a record created within the ACD and be stored within the document management feature of the ACD under the designated contract number.
c.	The contract must be clearly identified, in the ACD, as a data sharing contract.  “Clearly identified” means the contract is identified as a data sharing contract in the service description field, contract reason field, by attachment of the data security requirements exhibit via subcode checkbox, or by “contract type” classification. (“Contract type” as used in this context is the specific number assigned to data sharing contracts in the ACD (e.g. Type 91 or Type 92)).
d.	The contract must contain terms and conditions, approved by the DSHS CISO, designed to protect the DSHS data.
e.	Sharing of data may be the primary focus of a contractual agreement, or it may be only part of the agreement, e.g., the contract is for services rendered, and the specified services require access to Department data.
S2.	The contract must specify:
a.	What data is to be shared; 
b.	How the data will be accessed by or transferred to the contractor; 
c.	Whether data may be stored on or transferred to portable devices or media;
d.	How the data will be protected from unauthorized access or disclosure;
e.	That the DSHS data will be segregated or distinguishable from non DSHS data;
f.	That once the external entity is finished with the data, it shall be returned or destroyed in accordance with DSHS policy;
g.	That any compromise or potential compromise of the data be reported to DSHS within one (1) business day of discovery.
h.	That access to confidential information will be allowed only to staff that have an authorized business requirement to view it.
Items d. through h. must be met as follows, according to the Risk Class of the contract:
(1)	Risk Class 1:  Contracts in which no confidential data is shared.
Requirements: N/A.
(2)	Risk Class 2:  The contract and/or provider must meet all of the following criteria:  
(a)	The risk and potential impact are relatively low.
(b)	The provider cannot reasonably meet the requirements of Risk Classes 3 or 5.  Typically this is the case for small organizations or individual providers that have no Information Technology staff.
(c)	The provider or contractor works with less than 150 clients and/or sets of client records, and generally deals with confidential data one client or client family unit at a time, and does not transport more than five (5) client records at one time.
Requirements: Inclusion of the standard General Terms and Conditions.
(3)	Risk Class 3: Standard data sharing contracts.
Requirements: Either:
(a)	For contracts created within the ACD, include both the standard General Terms and Conditions, and the data security requirements exhibit approved by the DSHS CISO; or 
(b)	For contracts created outside of the ACD, include the Self-Contained Data Security Requirements Exhibit, which is approved by the DSHS CISO.
NOTE: Data sharing contracts created outside the ACD must be recorded and stored within the ACD, per Standard S1.b, above.
(4)	Risk Class 4: Institutional Review Board (IRB) contracts.  These are data sharing contracts with researchers and research institutes which have been approved by the Washington State Institutional Review Board (WSIRB).
Requirements: Include an exhibit which integrates the requirements of DSHS and the Department of Health.
NOTE: This exhibit has been created to reduce complexity and overlap between the two agencies’ data security requirements.
(5)	Risk Class 5: Contracts that require custom security language.  These are contracts in which the standard data security requirements exhibit must be tailored to meet the mutual requirements of DSHS and contractor.
Requirements: DSHS contracts staff will work with DSHS information security staff and the contractor to develop language which protects DSHS data and meets other applicable business needs.  The data protection language in such contracts must be approved by the DSHS CISO.
NOTE: Item h. can be addressed by the standard General Terms and Conditions, item 6 Confidentiality, or by the Self-Contained Data Security Requirements Exhibit, which are approved by the DSHS CISO.
NOTE: If contractor staff will have access to Department IT equipment or other DSHS IT resources, then the contract must require contract staff to only use State resources for purposes of the contract, similar to the provisions detailed in this manual, and in Administrative Policy 15.15 Use of Electronic Messaging Systems and the Internet, as required by Section 2.2.2 Contracting. 
S3.	Upon becoming aware of a material breach or violation of the data security related provisions of the contract, or any event that has resulted in a compromise or potential compromise of DSHS data, Department staff will report the event within one business day, and take additional appropriate action. See DSHS IT Security Procedures P3.2.4.S3 Data Sharing Contracts–Compromise of Data Security.
[bookmark: _Toc58379136]S4.	Data sharing contracts are required only when sharing Department data with an entity external to DSHS.  Sharing of data within DSHS can be accomplished using an informal agreement (such as a memorandum of understanding [MOU]). A clear agreement between DSHS organizations is particularly important when the organization receiving the information intends to share that information with an entity outside of DSHS.
[bookmark: _3.2.5_Destruction_of][bookmark: Sec_3_2_5_Destruction][bookmark: _Toc430617236]3.2.5 Destruction of Confidential or Sensitive Information
Policy Statement 3.2.5
When no longer needed, confidential or sensitive information must be disposed of in a manner that prevents unauthorized disclosure of the information.
Standards
S1. 	Physically destroy hard copy documents containing confidential or sensitive information (i.e. categories 2, 3, or 4—see section 3.2.1 above) in a manner that prevents unauthorized disclosure of their contents.
S2.	Destroy electronically stored confidential or sensitive information in accordance with NIST Special publication 800-88 “Guidelines for Media Sanitization”, Appendix A “Minimum Sanitization Recommendation for Media Containing Data” and/or as follows:
a.	Optical discs (CDs or DVDs): physically destroy: the best method is to use a disc shredder.  Discs can also be cut or broken into small pieces, if appropriate safety precautions are observed.
b.	Magnetic tapes:
(1)	Physically destroy the tapes (e.g. shredding or incineration);
(2)	Degauss; or
(3)	Overwrite.
c.	Floppy or ZIP disks and similar devices: 
(1)	Overwrite (zero fill or “wipe”); or 
(2)	Physically destroy disks e.g. by cutting them up or shredding them. 
[bookmark: _3.2.6_Special_Procedures][bookmark: Sec_3_2_6_Hard_Drives][bookmark: _Toc58379138]d.	USB removable flash memory (flash drives, thumb drives, memory sticks):
(1)	Overwrite (zero fill or “wipe”); or
(2)	Physically destroy device e.g. by shredding, disintegration, or pulverization.
e.	Hard disk drives:
(1)	Overwrite (zero fill or “wipe”). For confidential information requiring special handling (category 4), a minimum of three passes are required;
(2)	Degauss; or
(3)	Physically destroy e.g. by shredding, disintegration, or pulverization.
Guideline
G1.	For additional guidance, refer to manufacturers’ specifications and/or to NIST Special publication 800-88 “Guidelines for Media Sanitization”, Appendix A “Minimum Sanitization Recommendation for Media Containing Data”.
[bookmark: Sec_3_2_7_Prot_Equip][bookmark: _Toc258311635][bookmark: _Toc430617237][bookmark: _Toc523712666][bookmark: _Toc523738004][bookmark: _Toc523791615][bookmark: _Toc523791965][bookmark: _Toc523792220][bookmark: _Toc523792475][bookmark: _Toc523792730][bookmark: _Toc523792985][bookmark: _Toc523814809][bookmark: _Toc523815064][bookmark: _Toc523815319][bookmark: _Toc523815574][bookmark: _Toc523815829][bookmark: _Toc523816220][bookmark: _Toc523816475][bookmark: _Toc526230452][bookmark: _Toc58379139]3.2.6 Special Procedures for Internal Hard Disk Drives
Policy Statement 3.2.6
When devices with internal hard disk drives are disposed of or sent in for repair, any confidential or sensitive information residing on the hard disk drive must be disposed of in a manner that prevents unauthorized disclosure of the information.
Standards
S1.	Before a computer, copier, printer, or other device with an internal hard disk drive:
a.	Is disposed of (or surplussed), remove any confidential or sensitive information (i.e. categories 2, 3, or 4—as defined at Section 3.2.1) as described at section 3.2.5.S2, above, or by removing the hard disk drive;
b.	Is transferred to another DSHS employee who does not have a need to know:  delete any confidential or sensitive information.
[bookmark: OLE_LINK10][bookmark: OLE_LINK11]S2.	If the repair of a machine precludes the removal of information as described in standard S1, above, require the repair to be done in the presence of a security-aware DSHS employee.  If this is not possible, contact the DSHS CISO for guidance. 
[bookmark: _Toc430617238]3.2.7 Protecting IT Equipment
[bookmark: _Toc523712667]Policy Statement 3.2.7
Adequate physical and environmental controls must be in place to prevent loss, damage, or unauthorized access to IT equipment and other IT resources.
[bookmark: _Toc523712668]Standards
S1.	Ensure adequate safeguards and controls are in place to prevent equipment and other IT resources from being physically removed from the premises without authorization.
S2.	Protect network infrastructure equipment (e.g. routers and switches), servers, and data storage equipment (e.g. storage area network devices or tape backup systems) from tampering and accidental damage.  As much as possible, centralize equipment in locked rooms to which only authorized persons have access.
S3.	Plug all equipment into a UL certified surge control device.
S4.	Never plug coffee pots, hot plates, vacuums, laser printers, or other non-computing devices into a surge control device serving computing equipment.
S5.	Locate a portable fire extinguisher, suitable for extinguishing electrical fires, near major concentrations of information technology equipment. 
[bookmark: _3.2.8_Workstation_Computers][bookmark: Sec_3_2_8_Workstations][bookmark: _Toc58379140][bookmark: _Toc430617239][bookmark: _Toc523712670][bookmark: _Toc523738005][bookmark: _Toc523791616][bookmark: _Toc523791966][bookmark: _Toc523792221][bookmark: _Toc523792476][bookmark: _Toc523792731][bookmark: _Toc523792986][bookmark: _Toc523814810][bookmark: _Toc523815065][bookmark: _Toc523815320][bookmark: _Toc523815575][bookmark: _Toc523815830][bookmark: _Toc523816221][bookmark: _Toc523816476][bookmark: _Toc526230453]3.2.8 Workstation Computers
Policy Statement 3.2.8
Take reasonable precautions to protect data stored on workstation computers.
Standards
NOTE: Standard 3.2.2.S5, above, requires that, whenever possible, you store confidential (i.e. categories 3 or 4—see section 3.2.1 above) on secure servers, and that such information be stored on workstation computers only when certain stringent conditions are met. 
Standard S1 has been eliminated from this manual.
S2.	Control access to Department workstation computers with passwords or stronger authentication devices.
S3.	When a workstation computer is operational, access to the computer and the data contained on that computer must be protected as follows:
a. Manually lock the workstation before leaving your work area (contact your computer support staff for details); and
b. Use a screen saver, with password, that is set to activate after no more than 20 minutes of inactivity.
Guidelines
G1.	An appropriate usage template (see DSHS IT Security References R2.2.6 Usage Template) should be displayed on the screen when logging into a workstation, or accessing a DSHS intranet homepage.
[bookmark: _3.2.9_Portable_Computing][bookmark: Sec_3_2_9_Portable][bookmark: _Toc58379141][bookmark: _Toc430617240]3.2.9 Mobile Devices and Notebooks
(Portable computing devices)
Definitions 
· Mobile device:  A computing device, typically smaller than a notebook, which runs a mobile operating system, such as iOS, Android, Windows Phone, or BlackBerry OS.  Includes smart phones and some tablets.
· Notebook:  A portable computer which runs a full desktop operating system, such as Windows XP, Windows 7, Mac OS X, or Linux.  Includes laptops, netbooks, and some tablets.
Because of their small size and high value, mobile devices and notebooks are particularly subject to theft, which can result in not only the loss of a valuable piece of equipment, but the compromise of confidential information, as well.
[bookmark: _Policy_Statement_3.2.9][bookmark: _Toc523712671]Policy Statement 3.2.9
Mobile devices and notebooks must be given special protection.
[bookmark: _Standards_5]Standards
NOTE:  Standard 3.2.2.S5, above, allows the storage of confidential information (i.e. categories 3 or 4—see section 3.2.1 above) on mobile devices and notebooks only when certain stringent conditions are met.
S1. 	Encrypt all data stored on any mobile device or notebook, as described at section 8.2.1, Data Encryption and Secure File Transfer, standard S3, Encrypted storage of data.
Exception: Encryption is not required for Blackberry mobile devices that wirelessly connect to the Enterprise Exchange e-mail system.
NOTE: For devices connected to the shared services Exchange system, the policy applied to the mobile device must enforce device encryption.
S2.	Control access to the device with a password or stronger authentication devices such as tokens or biometrics (see authentication requirements at section 4.2.2). You may also want to consider use of hardware-based password authentication.
S3.	When the device is operational, and when supported by the operating system:
a.	Manually lock the device whenever it is left unattended; and 
[bookmark: OLE_LINK20][bookmark: OLE_LINK21]b.	Set the device to lock automatically after a period of inactivity, if this feature is available. The maximum period of inactivity is normally 20 minutes. However, the Department may set a different standard for particular types of devices e.g. see standard S6 on wireless PDAs, below.
S4.	Physically protect mobile devices and notebooks.  This includes:
a.	Keeping them in locked storage when not in use.  Do not leave a device in a vehicle parked outside overnight.
b.	Using check-in/check-out procedures when they are shared; and
c.	Taking inventories, at least annually.
S5.	When traveling, keep mobile devices and notebooks under your control.
[bookmark: _Toc523712675][bookmark: _Toc523738007][bookmark: _Toc523791618][bookmark: _Toc523791968][bookmark: _Toc523792223][bookmark: _Toc523792478][bookmark: _Toc523792733][bookmark: _Toc523792988][bookmark: _Toc523814812][bookmark: _Toc523815067][bookmark: _Toc523815322][bookmark: _Toc523815577][bookmark: _Toc523815832][bookmark: _Toc523816223][bookmark: _Toc523816478][bookmark: _Toc526230455]S6.	Mobile devices must conform to the standards for PDAs, at section 8, Handheld/Mobile Devices, of the DSHS IT Standards Manual.
S7.	Report lost, misplaced, or stolen devices as soon as possible, but in no case later than one business day after discovery, as described at DSHS IT Security Procedures, P10.2.2.S2 Reporting Suspected Incidents.
NOTE: Data will be remotely wiped from BlackBerry and ActiveSync enabled mobile devices so that it will not be available for unauthorized access (see DSHS IT Standards Manual, IT Standard: 8.4. Mobile Device Security Settings).
[bookmark: _3.2.10_Work_Areas][bookmark: Sec_3_2_10_Work_Areas][bookmark: _Toc58379142][bookmark: _Toc430617241]3.2.10 Work Areas 
[bookmark: _Toc523712676]Policy Statement 3.2.10
Adequate controls must be in place to restrict unauthorized access to work areas.
[bookmark: _Toc523712677]Standards
The following standards apply to work areas that contain confidential or sensitive information (i.e. categories 2, 3, or 4—see section 3.2.1 above), or information and systems whose integrity and availability are mission-essential.
S1.	Lock entrances to work areas when vacant.
S2. 	Limit access to work areas to authorized persons (where appropriate, this includes visiting DSHS employees) and visitors.  Visitors must be escorted. Position computer monitors to prevent inappropriate viewing by non-DSHS personnel, for example clients at a counter, or persons outside a window.
S3.	Change lock combinations/access codes at regular intervals.
S4.	Document repairs and modifications to the physical components of a facility that are related to security (for example: security systems, walls, doors, and locks). For leased facilities, lease agreements should require the ability to access maintenance records. These records must be kept for five years back from the current date.
S5.	Upon termination of employees, recover keys and key cards; and change combinations to door locks and safes as soon as possible, but in no case later than 30 days from the effective date of the change.
[bookmark: _Toc523712678]Guidelines
G1. 	Replace keypads and key locks with key card systems to facilitate access control.    
[bookmark: Sec_3_2_11_Copyrights][bookmark: _Toc523712682][bookmark: _Toc523738009][bookmark: _Toc523791620][bookmark: _Toc523791970][bookmark: _Toc523792225][bookmark: _Toc523792480][bookmark: _Toc523792735][bookmark: _Toc523792990][bookmark: _Toc523814814][bookmark: _Toc523815069][bookmark: _Toc523815324][bookmark: _Toc523815579][bookmark: _Toc523815834][bookmark: _Toc523816225][bookmark: _Toc523816480][bookmark: _Toc526230457][bookmark: _Toc58379143][bookmark: _Toc430617242]3.2.11 Copyrighted Material
Policy Statement 3.2.11
Adequate controls must be in place to ensure the prevention of unlawful acquisition, reproduction, distribution or transmission of computer software (see Administrative Policy 15.12, Protecting Against Computer Software Piracy, for detailed policy governing the use of software in DSHS).
Standards
S1.	Employees and other system users will comply with the provisions of licensing agreements and/or copyrights governing the use of computer software.
[bookmark: _3.2.12_Backup_and][bookmark: Sec_3_2_12_BU_Recov][bookmark: _Toc523712691][bookmark: _Toc523738014][bookmark: _Toc523791625][bookmark: _Toc523791975][bookmark: _Toc523792230][bookmark: _Toc523792485][bookmark: _Toc523792740][bookmark: _Toc523792995][bookmark: _Toc523814819][bookmark: _Toc523815074][bookmark: _Toc523815329][bookmark: _Toc523815584][bookmark: _Toc523815839][bookmark: _Toc523816230][bookmark: _Toc523816485][bookmark: _Toc526230462][bookmark: _Toc58379144][bookmark: _Toc430617243]3.2.12 Backup and Recovery of Department Data 
[bookmark: _Toc523712692]Policy Statement 3.2.12
Establish policies, plans, procedures, and test strategies for the backup and recovery of systems and data.
[bookmark: _Toc523712693]Standards
S1. 	All DSHS administrations shall develop and maintain disaster recovery plans and procedures for information systems designated as mission critical or that contain HIPAA data (PHI). The plans shall be reviewed annually and updated as needed. Disaster recovery plans shall be stored in at least two places.

A DSHS information system is considered mission critical if its loss would cause significant negative impact on the health or safety of DSHS employees or clients, income maintenance, mission essential function, payments to vendors for goods and services, or the legal or fiscal integrity of state operations.

Only DSHS Assistant Secretaries (or their designees), after consultation with the Information Security Office, have authority to designate a Department information system as mission critical. Assistant Secretaries (or their designees) shall ensure that mission critical designations shall be documented in the DSHS IT Portfolio.

Availability requirements (standards and policies, laws, etc.) must be considered when making a designation determination. If an information system is required by law to have high availability, then it must be designated mission critical.

Updates shall be made to disaster recovery plans when changes are made to:

· Structure of the administration that owns the information system;
· Design of information systems for which a disaster recovery exists; or
· Physical environment in which information systems operate.
Updates shall also be made if problems are encountered during implementation, testing, or execution of a disaster recovery plan and all key personnel identified in the plan shall be notified of the update.

DSHS disaster recovery plans shall be protected from unauthorized disclosure, modification, or deletion.
S2. 	Disaster recovery plans shall include provisions for protection of sensitive and confidential information (i.e. categories 2, 3, and 4. See section 3.2.1: Classify Data According to Level of Protection Need).
S3. 	Disaster recovery plans shall be updated and tested annually.

Updates to disaster recovery plans shall be submitted to the Chief Information Security Officer, via email or at MS 45889, by May 31st annually.

Test results shall be submitted to the CISO by the end of the calendar year.
S4. 	DSHS-owned information that is deemed valuable or stored in the Department’s production environment shall be backed up at least weekly and immediately prior to the physical relocation or maintenance of a DSHS-owned information system. Copies of backup media shall be retained according to the “Grandfather, Father, Son” rule to ensure that a full recovery is made following an incident. This does not preclude retaining more than three iterations.

NOTE: For an explanation of the Grandfather, Father, Son rule, see DSHS IT Security References R3.2.12 Grandfather, Father, Son rule. 
S5. 	Backup copies of data and software shall be stored at a secure off-site facility. 
S6. 	Valuable data shall normally be stored on a server rather than on a workstation to facilitate backup and recovery. In exceptional cases where data must be stored on a workstation or device other than a server, special provisions shall be made to ensure backups as detailed above.
S7. 	Procedures for periodic tests to restore data from backup media shall be developed, documented, and implemented (ref. OCIO 141.10, 8.4.(2)).
S8.   	Disaster recovery plans shall establish procedures to recover a production system following a disruption. The following recovery plan objectives have been established for all disaster recovery plans:
· Maximize the effectiveness of contingency operations through an established plan that consists of the following phases:
· Activation and Notification phase to activate the plan and determine the extent of damage;
· Recovery phase to restore the system operations; and
· Reconstitution phase to ensure that the system is restarted or activated and validated through testing and that normal operations are resumed.
· Identify the activities, resources, and procedures to carry out the system processing requirements during prolonged interruptions to normal operations.
· Assign responsibilities to designated personnel and provide guidance for recovering the system during prolonged periods of interruption to normal operations.
· Ensure coordination with other personnel responsible for the organizational contingency planning strategies. Ensure coordination with external points of contact and vendors associated with the system and execution of this plan.



[bookmark: Sec_4_0_Chap_4_Access][bookmark: _Toc523712710][bookmark: _Toc523738024][bookmark: _Toc523791634][bookmark: _Toc523791984][bookmark: _Toc523792239][bookmark: _Toc523792494][bookmark: _Toc523792749][bookmark: _Toc523793004][bookmark: _Toc523814828][bookmark: _Toc523815083][bookmark: _Toc523815338][bookmark: _Toc523815593][bookmark: _Toc523815848][bookmark: _Toc523816239][bookmark: _Toc523816494][bookmark: _Toc526230471][bookmark: _Toc58379145][bookmark: _Toc430617244]Chapter 4: Access Security, Identification, & Authentication
[bookmark: _Toc523712711][bookmark: _Toc523738025][bookmark: _Toc523791635][bookmark: _Toc523791985][bookmark: _Toc523792240][bookmark: _Toc523792495][bookmark: _Toc523792750][bookmark: _Toc523793005][bookmark: _Toc523814829][bookmark: _Toc523815084][bookmark: _Toc523815339][bookmark: _Toc523815594][bookmark: _Toc523815849][bookmark: _Toc523816240][bookmark: _Toc523816495][bookmark: _Toc526230472]
[bookmark: _4.1_Introduction][bookmark: Sec_4_1_Intro][bookmark: _Toc58379146][bookmark: _Toc430617245]4.1 Introduction
This chapter covers policies for restricting access to data and/or applications/ programs residing on all computers, including mainframes, local area networks, client servers, or stand-alone personal computers. 
NOTE: For the purpose of this manual, user ID and log-on ID are synonymous.  The user ID identifies the operator to the computer, and the password verifies that the person is who they claim to be.  The user ID is not considered confidential, while a password is considered secret. 
[bookmark: _Toc523712712][bookmark: _Toc523738026][bookmark: _Toc523791636][bookmark: _Toc523791986][bookmark: _Toc523792241][bookmark: _Toc523792496][bookmark: _Toc523792751][bookmark: _Toc523793006][bookmark: _Toc523814830][bookmark: _Toc523815085][bookmark: _Toc523815340][bookmark: _Toc523815595][bookmark: _Toc523815850][bookmark: _Toc523816241][bookmark: _Toc523816496][bookmark: _Toc526230473][bookmark: _Toc58379147][bookmark: _Toc430617246]4.2 Policies, Standards, and Guidelines
[bookmark: _4.2.1_General_Access][bookmark: Sec_4_2_1_General_Access][bookmark: _Toc523712713][bookmark: _Toc523738027][bookmark: _Toc523791637][bookmark: _Toc523791987][bookmark: _Toc523792242][bookmark: _Toc523792497][bookmark: _Toc523792752][bookmark: _Toc523793007][bookmark: _Toc523814831][bookmark: _Toc523815086][bookmark: _Toc523815341][bookmark: _Toc523815596][bookmark: _Toc523815851][bookmark: _Toc523816242][bookmark: _Toc523816497][bookmark: _Toc526230474][bookmark: _Toc58379148][bookmark: _Toc430617247]4.2.1 General Access Requirements
[bookmark: _Toc523712714]Policy Statement 4.2.1
Adequate controls must be in place to prevent unauthorized access to Department computers and data.
[bookmark: _Toc523712715]Standards
Standard S1 has been eliminated from this manual (content was moved to 3.2.2.S7 as of Revision 9.0).
S2.	Caretakers of Department data must approve access to data under their control.  Access may be granted on an individual or group/role basis.  
a.	Consider the sensitivity of the data, and statutory or other standards e.g. the HIPAA Privacy Rule for protected health information (PHI). See Section 3.2.1 Classify Data According to Level of Protection Needed.
b.	See Chapter 3, Classifying and Protecting Data and IT Resources, for special instructions on providing access to Department data by contractors and other agencies.
c.	Document the approval and granting of access (such as who approved access, when, and why).
d.	On an annual basis, such as at the time of the Risk Assessment/Self Evaluation (RASE) (See Section 9.2.2 Risk, Threat, and Vulnerability Analyses), review if each user/group has authorized access to confidential or sensitive information (i.e. categories 2, 3, or 4—as defined at Section 3.2.1) necessary to meet the job requirements, and whether the level of access is appropriate for the job needs. Make corrections where needed.
e.	Program areas must document and maintain their procedures for meeting the requirements of this standard. 
NOTE: Access to confidential or sensitive information must be limited to employees and others (e.g. contractors) who have a need to know in the performance of their assigned duties, as required by standard 3.2.2.S4.
Standard S3 regarding securing servers was replaced by a statement at the beginning of Chapter 5—revision 8, 2007.
S4.	Employees and other system users who have not followed the policies and/or standards for ensuring password security are held accountable for access to data and computer systems gained through the use of their user ID and password combination.
S5.	Follow the principle of least privilege, i.e. give each account the access it needs to accomplish its purposes, and no more.
[bookmark: Sec_4_2_2_Authentication][bookmark: _Toc523712716][bookmark: _Toc523738028][bookmark: _Toc523791638][bookmark: _Toc523791988][bookmark: _Toc523792243][bookmark: _Toc523792498][bookmark: _Toc523792753][bookmark: _Toc523793008][bookmark: _Toc523814832][bookmark: _Toc523815087][bookmark: _Toc523815342][bookmark: _Toc523815597][bookmark: _Toc523815852][bookmark: _Toc523816243][bookmark: _Toc523816498][bookmark: _Toc526230475][bookmark: _Toc58379149][bookmark: _Toc430617248]4.2.2 Authentication Requirements 
[bookmark: _Toc523712717]Policy Statement 4.2.2
Adequate controls must be in place to authenticate users accessing Department computers, networks, and applications; see DSHS IT Security References R4.2.2 Authentication Requirements, for further detail.

[bookmark: _Toc523712718]Standards
S1.	Users must be authenticated, as described below when accessing systems for which there is significant inherent risk relating to confidentiality, data integrity, or system availability. Typical examples include:
· Access to confidential or sensitive data (i.e. categories 2, 3, or 4—as defined at Section 3.2.1);
· Authorizing financial transactions;
· Posting information to an Internet web page; and
· Potential compromise of any network attached system.
[bookmark: Sec_4_2_3_UIDs][bookmark: _Toc523712719][bookmark: _Toc523738029][bookmark: _Toc523791639][bookmark: _Toc523791989][bookmark: _Toc523792244][bookmark: _Toc523792499][bookmark: _Toc523792754][bookmark: _Toc523793009][bookmark: _Toc523814833][bookmark: _Toc523815088][bookmark: _Toc523815343][bookmark: _Toc523815598][bookmark: _Toc523815853][bookmark: _Toc523816244][bookmark: _Toc523816499][bookmark: _Toc526230476][bookmark: _Toc58379150]All user authentication must be by methods allowed by the  Office of the Chief Information Officer (OCIO) Identity Management User Authentication Standards, which include:
· For individuals and businesses accessing, from outside the SGN, agency applications implemented after July 10, 2008: any WaTech secure portal, including SecureAccess Washington (SAW), Transact Washington (TAW), Web Services Gateway, and WaTech VPN. For any non-compliant applications implemented before July 10, 2008:
· When applications are significantly upgraded, redesigned, or replaced, they must be brought into compliance;
· For any remaining applications, the DSHS administration must, by December 31, 2010, in coordination with Enterprise Technology and the OCIO, develop a migration strategy.
The OCIO security standard 141.10, standard 6.3 defines 10 types of authentication, which DSHS has adopted as follows. 
a.	Types 6, 7 and 10: General (default) password parameters and other requirements are defined at sections 4.2.3 User IDs, and 4.2.4 Use and Construction of Passwords.
b.	Internal authentication: The following special requirements apply to accounts accessing DSHS owned systems from inside the SGN, or when already authenticated via common remote access methods described at section 5.2.5 Remote Access.
(1)	Type 8: System Administration Accounts in Active Directory: the following are minimum requirements:
(a)	An account used only for interactive system administration functions.
(b)	A password length of at least 16 characters, and otherwise constructed as described at section 4.2.4.2 Constructing Passwords, standard S3.
(c)	A password expiration period not to exceed 60 days (except for local accounts—see item (4) below).
(d)	Conformance to the requirements of DSHS IT Standards Manual, 14.1.9 – Active Directory and Exchange Administrative Accounts, which include group membership, and a naming convention.
(2)	Type 9: Service Accounts in Active Directory (including system service, daemon, application execution accounts, and batch run accounts): minimum requirements:
(a)	An account used only for the defined privileged functions, and never used by an individual.
(b)	A password length of at least 20 characters, and otherwise constructed as described at section 4.2.4.2 Constructing Passwords, standard S3.
(c)	No password expiration.
(d)	The principle of least privilege must be employed when determining access requirements for the account.
(e)	Conformance to the requirements of DSHS IT Standards Manual, 14.1.10 – Active Directory Service Accounts , which include group membership, and a naming convention.
(3)	Other accounts:
(a)	Local MS Windows accounts on individual computers: no password expiration is required.
c.	External Authentication: The following special requirements apply to the authentication methods described below for users accessing DSHS owned systems from outside the SGN.
(1)	Types 1 and 2: Access to category 1 Public Information if authenticated, category 2 Sensitive Information, and/or a single record of category 3 Confidential Information (as defined at section 3.2.1 above) where authentication is required to be via any WaTech secure portal, including SecureAccess Washington (SAW), Transact Washington (TAW), or Web Services Gateway, requires a password expiration period not to exceed 24 months.
(2)	Type 3: Access to category 3 Confidential Information, and/or a single record of category 4 Confidential Information Requiring Special Handling (as defined at section 3.2.1 above) where authentication is required to be via any WaTech secure portal, including SecureAccess Washington (SAW), Transact Washington (TAW), or Web Services Gateway, requires, at a minimum, the following: 
(a)	Multi-factor authentication;
(b)	A password expiration period not to exceed 13 months.
(3)	Type 4: Access to category 4 Confidential Information Requiring Special Handling (as defined at section 3.2.1 above) where authentication is required to be via any WaTech secure portal, including SecureAccess Washington (SAW), Transact Washington (TAW), or Web Services Gateway, requires the following: 
(a)	Multi-factor authentication;
(b)	Hardware or software tokens, or digital certificates; and
(c)	The user must prove through a secure, encrypted authentication protocol that the he/she controls the token, by first unlocking the token with a password, PIN, or biometric, in a secure authentication protocol to establish two factors of authentication, using a hardware or software token, or digital certificate.
(4)	Type 5: Access using common remote access methods, as described at section 5.2.5 Remote Access, other than Outlook Web Access (OWA), requires.
(a)	Multi-factor authentication;
(b)	The user must prove through a secure, encrypted authentication protocol that the he/she controls a hardware or software token, by first unlocking the token with a password, PIN, or biometric, in a secure authentication protocol to establish two factors of authentication.
Standard S1A was combined with S1, as of Revision 13.0, 2012.
S2.	Establish procedures to shut down or reauthorize inactive sessions after a defined and reasonable period of inactivity (ref. OCIO 141.10, 6.1.3.(1)).
[bookmark: _Toc430617249]4.2.3 User IDs
[bookmark: Sec_4_2_3_1_General_UIDs][bookmark: _Toc523712720][bookmark: _Toc523738030][bookmark: _Toc523791640][bookmark: _Toc523791990][bookmark: _Toc523792245][bookmark: _Toc523792500][bookmark: _Toc523792755][bookmark: _Toc523793010][bookmark: _Toc523814834][bookmark: _Toc523815089][bookmark: _Toc523815344][bookmark: _Toc523815599][bookmark: _Toc523815854][bookmark: _Toc523816245][bookmark: _Toc523816500][bookmark: _Toc526230477]4.2.3.1 General User ID Requirements 
[bookmark: _Policy_Statement_4.2.3.1][bookmark: _Toc523712721]Policy Statement 4.2.3.1
Each system or application must have established procedures to ensure that each user ID is uniquely associated with a currently authorized user.
[bookmark: _Toc523712722]Standards
S1.	Electronic access to confidential information will always be protected, at a minimum, by a unique user ID, and a password that is constructed and protected as required by Section 4.2.4 Use and Construction of Passwords.
S2.	Sharing user IDs is prohibited, except that generic user IDs with limited access privileges may be used for: 
a.	Maintenance, troubleshooting, or system monitoring;
b.	Training; 
c.	Shared workstations in secured areas, where no confidential or sensitive data (categories 2, 3, or 4—as defined at Section 3.2.1) is accessible unless all users have identical access needs; or
d.	Program batch runs.
S3. 	Users shall not be assigned or be allowed to use bogus user IDs (a user ID created under a fictitious name). This does not prohibit the use of test user IDs.
[bookmark: _Toc523712723]S4.	User IDs shall be disabled (revoked) and/or deleted as follows:
a.	In general:
(1)	When an employee terminates employment with DSHS, that user’s ID(s) shall be disabled (revoked) within five (5) business days of the termination, and deleted within ten (10) business days of the termination.
However, if the employee is terminated for cause or placed on home assignment, then their user ID(s) shall be disabled (revoked) immediately.
If a terminated employee had access to ePHI as part of their duties, that access shall be revoked as soon as possible. All DSHS administrations shall develop, implement, and maintain formal procedures for terminating access to ePHI.
All DSHS administrations shall develop, implement, and maintain formal procedures to determine the appropriateness of an employee’s or other user’s access to ePHI before granting access and when an employee or other user terminates or their duties or work situation changes.
(2)	When an employee’s or other user’s duties or work situation change (e.g. an extended medical leave) such that they no longer need a user ID for one or more computer systems, the affected user ID(s) shall be disabled (revoked) within 30 calendar days of the change, and deleted within 120 calendar days of being disabled.
(3)	Any user ID that has been inactive for 180 calendar days must be deleted.
[bookmark: Sec_4_2_3_2_Construction_UIDs]b.	Exceptions: disabling or deleting a user ID may be delayed for a reasonable time as follows:
(1)	If necessary to evaluate any possible impact on system processing.  In such cases, the user’s supervisor should take control of the user ID, and the date and time of the transfer should be documented.
(2)	Managers may authorize postponing deletion of a user ID if the employee or other system user is expected to need their access reinstated (e.g. upon returning from an extended medical leave).
c.	Accounts used by vendors for remote maintenance shall be enabled only during the time needed.
NOTE: The requirement for managers to promptly notify IT/security staff of personnel changes is described at section 2.2.8 Termination and Transfer of Employees.
NOTE: When an employee or other system user whose duties have changed still needs a User ID, but no longer needs access to specific resources, remove those privileges that are no longer needed, as required by section 2.2.8 Termination and Transfer of Employees.
4.2.3.2 Construction of User IDs
The Department has two standards for creating login IDs, the last name and initials format, and the RACF format (used primarily on the IBM mainframe.)
Policy Statement 4.2.3.2
Login ID standards must comply with one or both of the following two standards described below, except where noted.
Standards
S1.	The preferred standard user ID format for all Windows authenticated systems (including NT, Active Directory, and Exchange) will contain a maximum of eight characters and is constructed in the following order:
a.	Up to the first five characters of last name, excluding spaces in compound names
b.	First name initial
c.	Middle name initial (if a middle name is used)
d.	Tie breaker, if needed, in the following order:
(1)	Numerical characters zero through nine (0 – 9) 
(2)	Alpha characters A - Z, excluding I and O
Exception:  The variation of this format beginning with the first initial may continue to be used until it becomes feasible to convert to this standard.  In addition, it is permissible to use the RACF format, described below, in lieu of this standard for other than RACF access.
[bookmark: _Toc58379151][bookmark: _Toc523712724][bookmark: _Toc523738031][bookmark: _Toc523791641][bookmark: _Toc523791991][bookmark: _Toc523792246][bookmark: _Toc523792501][bookmark: _Toc523792756][bookmark: _Toc523793011][bookmark: _Toc523814835][bookmark: _Toc523815090][bookmark: _Toc523815345][bookmark: _Toc523815600][bookmark: _Toc523815855][bookmark: _Toc523816246][bookmark: _Toc523816501][bookmark: _Toc526230478]S2.	The standard format for RACF login IDs is constructed in the following order:
a.	First two letters of last name 
b.	First two letters of first name 
c.	300 (denotes agency code) 
d.	If necessary, use a tiebreaker in the fourth character. First try the employee’s middle initial, or, if necessary, use 1-9.
[bookmark: Sec_4_2_4_Passwords][bookmark: _Toc58379152][bookmark: _Toc430617250]4.2.4 Use and Construction of Passwords
[bookmark: Sec_4_2_4_1_General_Passwords]4.2.4.1 General Password Requirements
[bookmark: _Policy_Statement_4.2.4.1][bookmark: _Toc523712725]Policy Statement 4.2.4.1
Users and system administrators must protect passwords from unauthorized disclosure; see DSHS IT Security References R4.2.2 Authentication Requirements.
[bookmark: _Toc523712726]Standards
The following standards apply to all passwords.
S1.	Passwords are secret, and sharing your password with anyone else is prohibited.
Standard S2 has been eliminated from this manual (content was moved to standard S3A, below, as of Revision 10.0).
S3.	Change your password immediately following discovery that it has been compromised.
S3A.	Resist “social engineering,” i.e. attempts by unauthorized persons to get a user to reveal a password or sensitive or confidential information (i.e. categories 2, 3, or 4—as defined at Section 3.2.1), typically over the telephone.
S4.	Passwords must be changed at least every 120 days except as described at section 4.2.2 Authentication Requirements, standards S1.b and c, which specify requirements for special types of authentication.  System administrators must configure systems to require users to change their passwords when they have expired. Exceptions:
a.	There is currently no standard for expiration/change of passwords for local windows user accounts on individual computers. 
b.	Service accounts.
NOTE: See requirements for service accounts at section 4.2.2.S1.b.(2). 
c.	Passwords for user IDs associated with batch runs are set to a zero interval and never expire.  A batch user ID has no services authorized.
Standard S4A was combined with S4, as of Revision 13.0, 2012.
Standard S5 has been eliminated from this manual.
S6.	Do not store passwords on your computer for automatic entry in lieu of typing the password for initial log in.
S7.	Do not write passwords down and leave them in a place where unauthorized persons might discover them.  See DSHS IT Security Procedures P4.2.4.1.S7 Secure Storage of Administrative Passwords, for details on secure storage of administrative passwords.  Also, do not store passwords in the same briefcase or suitcase as mobile devices or notebooks– especially those used to remotely access DSHS networks.
S8.	Help Desk or LAN Administrator personnel must not reset a password without confirming the identity of the requesting party, and that the party has the authority to use the specified account.
S9.	The initial or reset password issued by the help desk or system administrator will be valid only for the user's first log in session, at which time the password must be changed.
· The initial or reset password will be a unique value (ref. OCIO 141.10, 6.1.2.(9)).
S10.	System administrators/IT staff must ensure that default passwords are immediately changed when installing new software or devices that have such passwords.
S11.	Administrative passwords must be reset whenever an employee with administrative rights leaves their current position.
S12.	Where computer (CMOS) passwords are used, employees must ensure that supervisors have emergency access without compromising the passwords.  This requirement can be met by using the “sealed envelope” technique, as follows: 
a.	Put your password in a sealed envelope, initial over the flap, and give it to your supervisor.
b.	The supervisor must keep the envelope in a secured container and has responsibility to ensure that it is opened only for emergency purposes.
c.	Anytime it is necessary for someone to open the envelope, they must notify you so that you can change your password.
S13.	Password rules must be automatically enforced by configuring systems so that: 
a.	Entry of passwords on the screen is not viewable (i.e. a character such as the * is used to hide the actual keyed entry.) 
b.	Passwords are encrypted using industry standard algorithms (e.g. AES, Twofish, Serpent, RC6, MARS) with at least 128-bit encryption during:
· Storage, and
· Transmission.
c.	A “lock-out” mechanism is activated after a maximum of up to five unsuccessful authentication attempts.
d.	Password expiration, length, complexity, and reuse are automatically enforced (see required parameters at standards 4.2.2.S1; 4.2.4.1.S4; and 4.2.4.2.S3).
See DSHS IT Security Procedures P4.2.4.1.S13 Unsuccessful Login Attempts.
[bookmark: Sec_4_2_4_2_Constructing_Passwords]NOTE: For special password parameter settings required for DSHS domain Active Directory accounts, see DSHS IT Standards Manual, 14.1.4 Active Directory Password Parameters.
4.2.4.2 Constructing Passwords
Policy Statement 4.2.4.2
Users must adhere to the following requirements when constructing passwords; see DSHS IT Security Procedures P4.2.4.2 Constructing Passwords—Additional Suggestions, and DSHS IT Security References R4.2.4.2 Creating Strong Passwords for more information.  
Standards
S1.	Users accessing computer systems belonging to the federal government, other state or local agencies, and contracted mainframe services external to DSHS and WaTech must construct passwords that comply with the password rules set forth by the owner of such systems. 
Standard S2 has been eliminated from this manual.
S3.	All passwords must be constructed as follows:
a.	Passwords must be a minimum of eight characters in length, except as described below and at section 4.2.2 Authentication Requirements, standard S1, which specifies requirements for administrative and service accounts.
b.	Passwords for external (remote) authentication must be a minimum of ten characters in length.
c.	Passwords must contain at least one special character, and two of the following three character classes: upper case letters, lower case letters, and numerals.
d.	Passwords must not contain your user ID or any form of your name.
e.	Passwords must be significantly different from the previous five passwords. Passwords that increment (e.g. Password1, Password2, Password3 ...) are not considered significantly different.

Standard S3A was combined with S3, as of Revision 13.0, 2012.
Standards S4 and S5 have been eliminated from this manual.
[bookmark: _Chapter_5:_Network,]S6.	PIN codes used in multi-factor authentication schemes must:
a.	Be a minimum of five digits in length;
b.	Not be comprised of all the same digit. For example, PINs consisting of 11111 or 22222 are not acceptable.
c.	Not contain more than a three consecutive digit run. For example, PINs consisting of 12347 or 98761 are not acceptable.
S7.	Pass codes used to secure mobile devices must:
a.	Be a minimum of six alpha numeric characters;
b.	Contain at least three unique character classes. Pass codes consisting of 11111a, aaaaa4 are not acceptable;
c.	Not contain more than a three consecutive character run. Pass codes consisting of 12345a, abcde1 are not acceptable; and
d.	Render the device unusable after 10 failed login attempts.
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Chapter 5: Network, Operating Systems, and Internet Security
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[bookmark: _5.1_Introduction][bookmark: Sec_5_1_Intro][bookmark: _Toc58379154][bookmark: _Toc430617252]5.1 Introduction
This chapter covers configuration and management of:
· Computers, 
· Web server security,
· Operating systems, and
· Network devices, including connections to the Internet.  
Applicability: This chapter applies to systems used to conduct DSHS business, or that are connected to a DSHS network.  It does not apply to systems in an isolated test environment.
It is important that all computers and other devices be secured, because the compromise or failure of one device or network component can lead to the compromise or failure of others.
NOTE: The allowable uses of the Internet are covered in DSHS Administrative Policy 15.15, Electronic Messaging Systems and the Internet, and will not be duplicated here.   
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[bookmark: Sec_5_2_1_WWW][bookmark: _Toc58379156][bookmark: _Toc430617254]5.2.1 WWW and Web Browser/Web Server Configuration and Use
[bookmark: Sec_5_2_1_1_Internet_Use]5.2.1.1 Internet Use and Connectivity
[bookmark: _Toc523712747]Policy Statement 5.2.1.1
Internet use and connectivity must comply with the provisions of Administrative Policy 15.15 and the following standards.
[bookmark: _Toc523712748]Standards
S1.	Use only Washington Technology Solutions (WaTech) as the Internet service provider (ISP) for computers connected to the state wide area network (WaTech WAN).  This is for both economic and security reasons.  WaTech provides firewall filtering of traffic.
S2.	Employees and other system users will not establish an Internet connection (e.g. AOL, MSNetwork, etc.) to or from a computer connected to the Department network that bypasses the Washington Technology Solutions (WaTech) firewall.  See Section 5.2.7 Wireless Networks and Devices, for details on wireless connectivity policies, standards, and guidelines.
NOTE: Commercial Internet service providers (e.g. AOL, MSNetwork, etc.) can be accessed through the WaTech firewall.
S3.	Network to network connectivity between the DSHS network and another private network (e.g. a contractor’s network) is not allowed. Any exception must be approved by the DSHS CIO (see section 1.4.5 Exceptions to Policy), and be designed and implemented by Enterprise Technology.
S4.	Employees and other system users must not use state provided equipment or Internet connectivity to perform any illegal activities, e.g. deliberately spreading viruses, gaining unauthorized access to another computer, or making another network unusable by launching a denial of service attack.
S5.	Employees and other system users must not:
a.	Store Department data on disk storage devices operated by vendors over the Internet, except as specified at section 5.2.8 External Hosting; or
b.	Link DSHS web sites to other Internet sites in violation of Administrative Policy 15.15.
[bookmark: Sec_5_2_1_2_Browser]5.2.1.2 Minimum Web Client (Browser) Security Standards
[bookmark: _Policy_Statement_5.2.1.2]Policy Statement 5.2.1.2
Web browsers must conform to the following minimum security standards.
Standards
S1.	Department employees and other system users must use an approved browser, in accordance with the DSHS IT Standards Manual, 19.1 DSHS Web Browsers for Workstations and Servers. 
[bookmark: Sec_5_2_1_3_Web_Server][bookmark: _Toc523712757][bookmark: _Toc523738045][bookmark: _Toc523791653][bookmark: _Toc523792003][bookmark: _Toc523792258][bookmark: _Toc523792513][bookmark: _Toc523792768][bookmark: _Toc523793023][bookmark: _Toc523814847][bookmark: _Toc523815102][bookmark: _Toc523815357][bookmark: _Toc523815612][bookmark: _Toc523815867][bookmark: _Toc523816258][bookmark: _Toc523816513][bookmark: _Toc526230491]5.2.1.3 Web Server Security Standards
[bookmark: _Toc523712758]Web servers can be attacked directly, or used as jumping off points to attack an organization’s internal networks.  Web server security includes the underlying operating system, the web server software, server scripts, and other associated components.

[bookmark: _Policy_Statement_5.2.1.3]Policy Statement 5.2.1.3
Internet/Intranet web servers must be configured and managed securely.
[bookmark: _Toc523712759]Standards
S1.	For Microsoft Internet Information Server, document the configuration, applying Microsoft recommendations as appropriate for the environment. See Microsoft Resources for Securing IIS.
Standard S2 has been eliminated from this manual.
S3.	Users are forbidden to download, install or run web server software without prior approval of the organization’s IT Manager.
S4.	If a public web server serves as a repository for confidential data, the steps taken to ensure appropriate security is put in place must be documented.  The documentation must be submitted to the DSHS CISO as part of the Security Review Process.  See Section 9.2.9 Internet Web Site Security Reviews.  
S5.	A public web server can act as a proxy for access to confidential data located on secure servers. 
S6.	All devices attached to the network, which allow user/administrator access to the network, must be secured using login IDs and passwords (see Chapter 4, Access Security, Identification, and Authentication).  Test environments, which are network attached, must have all applications and services secured as in the production environment.
Standard S7 has been eliminated from this manual.
NOTE: If a web site is to be hosted outside the DSHS infrastructure, see section 5.2.8 External Hosting.
Guidelines
G1.	Consider using analytical tools and configuration guidelines such as those referenced at DSHS IT Security References R5.2.2 Configuration Guidelines and Tools to evaluate and document the security of Microsoft SQL or other database server configurations.
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[bookmark: _Toc523712743]NOTE: See also IT Standard 10.1.1 DSHS Operating Systems for Workstations and Servers.
Policy Statement 5.2.2
Computer operating systems must be configured and managed securely.
[bookmark: _Toc523712744]Standards
NOTE: See additional standards applicable to operating systems at 5.2.9 Network Attached Devices.
Standard S1 has been eliminated from this manual.
Guidelines
G1.	Consider using analytical tools and configuration guidelines such as those referenced at DSHS IT Security References R5.2.2 Configuration Guidelines and Tools, including Microsoft Baseline Security Analyzer, to evaluate and document the security of operating system configurations.
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[bookmark: _Policy_Statement_5.2.3]Policy Statement 5.2.3
DSHS computers and networks must be protected by a comprehensive patch management process.
Standards
S1.	All administrations will document and implement a patch management process, following the procedures detailed at DSHS IT Security Procedures P5.2.3 Patch Management Process.
S2.	When necessary, the DSHS CISO may be required to authorize blocking or disconnection of infected machines or segments.  If initiated, this state will be maintained until the impacted program area has reported the machine(s) or segment as having been patched and cleaned.
S3.	System administrators must promptly update software by installing security updates, patches, or upgrades designated as critical or otherwise necessary to ensure system security.
· This includes eliminating or replacing software for which the vendor no longer provides security support.
[bookmark: _Toc523712750][bookmark: _Toc523738043][bookmark: _Toc523791651][bookmark: _Toc523792001][bookmark: _Toc523792256][bookmark: _Toc523792511][bookmark: _Toc523792766][bookmark: _Toc523793021][bookmark: _Toc523814845][bookmark: _Toc523815100][bookmark: _Toc523815355][bookmark: _Toc523815610][bookmark: _Toc523815865][bookmark: _Toc523816256][bookmark: _Toc523816511][bookmark: _Toc526230489][bookmark: _Toc58379159]Standard S4 has been eliminated from this manual.
[bookmark: Sec_5_2_4_Net_Devices][bookmark: _Toc430617257]5.2.4 Network Connections and Communication Devices
[bookmark: _Toc523712751]Policy Statement 5.2.4
Connections must be controlled, and network communication devices, such as routers, hubs, switches, and firewalls, must be configured and managed securely.
For more information see DSHS IT Security References R5.2.4 Network Devices and Firewalls.  
[bookmark: _Toc523712752]Standards
NOTE: See additional standards applicable to network communication devices at 5.2.9 Network Attached Devices.
S1.	Minimize the risk of “back doors” by identifying and changing default passwords and account names.  Passwords must conform to the standards in Chapter 4, Access Security, Identification, and Authentication.
S2.	Telnet and/or TFTP (Trivial File Transfer Protocol) access to routers, hubs, and switches must be limited.
S3.	Prevent the unauthorized collection of configuration information by using Access Control Lists (ACL) to limit what ports may be accessed.
S4.	Where feasible, disable any Routing Information Protocol version 1 (RIPv1) capability on routers; and/or disable any RIP packets at border routers.
S5.	Enterprise Technology will administer all firewalls used to protect DSHS networks (WAN and LANs).  However, this restriction does not apply to:
· Wireless networks.  A firewall is required between any wireless network segment(s) and the DSHS wired network (see section 5.2.7 Wireless Networks and Devices, and DSHS IT Standards 9.3.1 DSHS Wireless Network Configuration).
· Firewalls on application servers.  Application server environments may have a firewall which separates them from the rest of the network segment.
· Home and other remote computers.  Computers connected to the DSHS WAN remotely (dial-up, broadband, etc.) may have personal firewalls, either hardware or software.
[bookmark: _Toc523712731][bookmark: _Toc523738033][bookmark: _Toc523791643][bookmark: _Toc523791993][bookmark: _Toc523792248][bookmark: _Toc523792503][bookmark: _Toc523792758][bookmark: _Toc523793013][bookmark: _Toc523814837][bookmark: _Toc523815092][bookmark: _Toc523815347][bookmark: _Toc523815602][bookmark: _Toc523815857][bookmark: _Toc523816248][bookmark: _Toc523816503][bookmark: _Toc526230480][bookmark: _Toc58379160]S6.	Firewalls may not be activated on desktop or laptop computers while they are attached to a DSHS network from within the WaTech Firewall. All exceptions are noted above.
S7.	Define and implement logical boundaries to segment networks as determined by system risk and data classification.  Enforce controls to protect segments and individual assets within each segment. The methods to achieve secure segmentation include but are not limited to the standards in this section and in section 5.2.9 Network Attached Devices (ref. OCIO 141.10, 5.1).
S8.	Securely segment Internet-available systems from internal networks (ref. OCIO 141.10, 5.1.1).
S9.	Prevent unauthorized computer connections and information flows through methods such as:
a.	Authentication of routing protocols.
b.	Ingress filtering at network edge locations.
c.	Internal route filtering.
d.	Enabled routing protocols only on necessary interfaces.
e.	Restricting routing updates on access ports.
f.	Secure or disable physical network connections in public areas. A “public area” is any area within a facility that is accessible without the use of an access control card, keypad code, or physical key. In other words, an area is “public” if it can be accessed without security clearance.
Examples of public areas include lobbies, foyers, parking lots, outdoor walkways and causeways between buildings, and designated waiting rooms or areas. (This includes visiting rooms in secure facilities.)
(ref. OCIO 141.10, 5.1.1.(10))
S10.	Configure firewalls protecting the DSHS network to:
a.	Allow system administration only through secure encrypted protocols. 
b.	Prevent access by unauthorized source IP addresses or subnets.
c.	Block ingress of internal addresses from an external interface into the DMZ or internal interface.
d.	Block services, protocols, and ports not specifically allowed.
e.	Allow only necessary egress communications from the internal network to the DMZ, Internet, wireless networks and SGN.
f.	Allow only necessary ingress communications to the internal network from the DMZ, Internet, wireless networks and SGN.
g.	Maintain comprehensive audit trails.
h.	Fail in a closed state if failure occurs.
i.	Operate boundary/perimeter firewalls on a platform specifically dedicated to firewalls.
(ref. OCIO 141.10, 5.1.2.(2))
S11.	For firewalls protecting the DSHS network, document services, ports and protocols allowed through, with supporting business purposes. Annually review configurations, update documentation, and provide a summary to the DSHS CISO along with the Gap Analysis matrix due May 31 (see 9.2.7.S1) (ref. OCIO 141.10, 5.1.2.(3)).
S12.	Wherever feasible, encrypt non-console administrative access using technologies such as Secure Shell (SSH), Virtual Private Network (VPN), or Transport Layer Security (TLS) for Web-based management and other non-console administrative access. Where this is not feasible, risk may be mitigated using two factor one-time password authentication (ref. OCIO 141.10, 5.1.3.(2)).
S13.	Connect internal networks to external networks through a WaTech-managed security layer.  The WaTech-managed security layer consists of firewalls, proxy servers and security gateways. Direct public access between external networks and internal systems is prohibited.
S14.	Connect DSHS networks to the SGN through a WaTech-managed security layer (ref. OCIO 141.10, 5.3.(2)).
[bookmark: Sec_5_2_5_Remote_Access][bookmark: _Toc430617258]5.2.5 Remote Access
[bookmark: Sec_5_2_5_1_Methods][bookmark: _Toc523712732]5.2.5.1 Remote Access Methods
Policy Statement 5.2.5.1
Any remote access to DSHS devices or networks must be approved.
[bookmark: _Toc523712733]Standards
S1. 	Employees requiring remote access to a Department-owned device or network in order to perform their assigned duties shall be required to sign a Remote Access Request and Agreement and obtain approval (signature) from their supervisor.

Contractors requiring remote access to a Department-owned device or network in order to satisfy the requirements of a contract shall be required to sign a Remote Access Request and Agreement or they may embed the request for authorization in the language of the contract.

A Remote Access Request and Agreement or the appropriate contract language shall be authorized before an employee or contractor is granted remote access to a Department-owned device or network.
S2.	Remote access to any DSHS-owned device or network shall be restricted only to services and protocols provided by Enterprise Technology or WaTech. A list of approved services and protocols is available in DSHS IT Standard 9.2.7.
S3.	Minimum configuration and connection requirements for approved remote access services and protocols shall be maintained by the Enterprise Technology Service Desk.
S4.	Execution of privileged commands and access to security information by way of a remote connection shall be allowed only if there is a compelling operational need and it must be documented in writing. (Ex: Emergency restart of a system, a field investigation requiring access to security documentation, etc.)
S5.	DSHS information systems must:
· Be configured in a way that remote access methods can be monitored and controlled by system administrators;
· Enforce cryptographic mechanisms and multi-factor authentication for any remote access sessions to protect confidentiality and integrity of data; and
· Route all remote access sessions through a limited number of managed network access control points.
S6.	Federal Tax Information cannot be accessed remotely by employees, agencies, representatives, or contractors located offshore – outside of the United States.
S7.	Federal Tax Information may not be received, processed, stored, transmitted, or disposed of by IT systems located offshore.
S8.	Unless approved by the Office of Safeguards, the following is prohibited:
· Access to Federal Tax Information from external information systems;
· Use of Department-owned or Department-controlled portable media (e.g. flash drives, external hard drives) containing Federal Tax Information on external information systems; and
· Use of non-agency-owned information systems, system components, or devices to process, store, or transmit Federal Tax Information. Any non-agency-owned information system usage requires the Department notify the Office of Safeguards 45 days prior to implementation.
[bookmark: Sec_5_2_5_2_Systems]5.2.5.2 Remote Systems
[bookmark: _Policy_Statement_5.2.5.2]Policy Statement 5.2.5.2
Systems used for remote access must be protected from unauthorized access and malicious software.
Standards
S1.	Employees and other users must have documented management approval to use devices not administered by DSHS for remote access.  Users must agree in writing to ensure that those devices will be protected as follows:
a.	All required security patches or updates will be promptly installed;
b.	Anti-virus protection will be kept current;
This approval and agreement must be renewed annually.  Form no. 03-443 Remote Access Request and Agreement must be used for employees, and may be used for other users.  File the original in the employee’s personnel file (or equivalent file for non employee users).
NOTE: See specific requirements for VPN access at DSHS IT Standards Manual, 9.2 Remote Access - Virtual Private Network (VPN).
[bookmark: _5.2.6_Viruses_and][bookmark: Sec_5_2_6_Virus][bookmark: _Toc58379161][bookmark: _Toc430617259]5.2.6 Viruses and Other Unauthorized Software
[bookmark: Sec_5_2_6_1_AV][bookmark: _Toc523712821][bookmark: _Toc523738086][bookmark: _Toc523791688][bookmark: _Toc523792038][bookmark: _Toc523792293][bookmark: _Toc523792548][bookmark: _Toc523792803][bookmark: _Toc523793058][bookmark: _Toc523814882][bookmark: _Toc523815137][bookmark: _Toc523815392][bookmark: _Toc523815647][bookmark: _Toc523815902][bookmark: _Toc523816293][bookmark: _Toc523816548][bookmark: _Toc526230526]5.2.6.1 Anti-Virus Software
[bookmark: _Toc523712822]Policy Statement 5.2.6.1
Anti-virus software must be installed and used in such a way as to minimize the risk to Department networks and workstations.
[bookmark: _Toc523712823]Standards
S1. 	System administrators must install anti-virus software on all computers (excluding mainframes), and configure it to:
a.	Initially scan all files on the computer, and 
b.	Automatically scan all files on access. 
There may be systems where loading an anti-virus scanner can compromise the integrity of the databases or applications on that server.  Appropriate mitigation strategies must be worked out in advance with the DSHS CISO, or designee, before attaching the server to the network.
NOTE: For DSHS workstations, system administrators must use the anti-virus product(s) described in the DSHS IT Standards Manual, 14.2.1 Anti-Virus and Anti-Virus Signature Update Standard.
Standard S2 has been moved to standard S5
S3. 	System administrators must ensure that anti-virus software is kept current. New definition files must be loaded as soon as possible after they are released.
S4. 	Users must consult system administrators if there is a need to temporarily disable anti-virus software.
S5. 	DSHS e-mail administrators must install anti-virus software on all e-mail servers and gateways to scan for viruses contained in e-mail messages.
[bookmark: Sec_5_2_6_2_Other][bookmark: _Toc523712825][bookmark: _Toc523738087][bookmark: _Toc523791689][bookmark: _Toc523792039][bookmark: _Toc523792294][bookmark: _Toc523792549][bookmark: _Toc523792804][bookmark: _Toc523793059][bookmark: _Toc523814883][bookmark: _Toc523815138][bookmark: _Toc523815393][bookmark: _Toc523815648][bookmark: _Toc523815903][bookmark: _Toc523816294][bookmark: _Toc523816549][bookmark: _Toc526230527]5.2.6.2 Other Precautions
[bookmark: _Policy_Statement_5.2.6.2][bookmark: _Toc523712826]Policy Statement 5.2.6.2
System administrators and users must take reasonable precautions to keep viruses and other unauthorized software off Department computers.    
[bookmark: _Toc523712827]Standards
S1.	Program area and/or system administrators will:
· Inform all users as to what software is authorized, and that unauthorized software is prohibited;
· Instruct users in how to avoid inadvertently installing, and how to recognize the presence of, unauthorized software;
· Periodically scan computers for unauthorized software, remove it, and initiate enforcement or education as appropriate;
· Limit administrative or other access that would facilitate the installation of software on computers;
NOTE: Administrative access is not needed to install all software e.g. “plugins” or “controls”. 
S2.	Users may only download, open, execute, or install software (including "shareware", public domain programs, software updates, or other executable files) when all of the following conditions are met:
· [bookmark: OLE_LINK12][bookmark: OLE_LINK13][bookmark: _Toc523712828][bookmark: _Toc523738088][bookmark: _Toc523791690][bookmark: _Toc523792040][bookmark: _Toc523792295][bookmark: _Toc523792550][bookmark: _Toc523792805][bookmark: _Toc523793060][bookmark: _Toc523814884][bookmark: _Toc523815139][bookmark: _Toc523815394][bookmark: _Toc523815649][bookmark: _Toc523815904][bookmark: _Toc523816295][bookmark: _Toc523816550][bookmark: _Toc526230528]The software has been approved by the program area or system administrator;
· The software has not been identified as malware e.g. virus, worm, trojan, spyware, adware, or pest, by reputable anti-malware vendors or researchers;
· The software is a supported and patched version, for security purposes, as required by section 5.2.3 Patch Management, above.
· The software does not compromise system security or privacy;
· The software does not facilitate the use of computers for inappropriate purposes e.g. participation in distributed denial of service attacks, or the use of DSHS owned computers for non state business;
· Peer-to-peer (P2P) file sharing applications may not be installed on DSHS owned computers, or used on the state wide area network (WAN) (see section 7.2.1.4 Peer-to-Peer File Sharing).
[bookmark: Sec_5_2_6_3_Responding]5.2.6.3 Responding To Virus Incidents
[bookmark: _Toc523712829]Policy Statement 5.2.6.3
Enterprise Technology and divisional/local IT staff must respond swiftly and decisively at the first indication of a virus outbreak to control its spread within the Department.    
[bookmark: _Toc523712830]Standards
S1.	Any user who suspects they may have a virus on their computer shall immediately report it to their IT support person.
S2.	All instances of virus infection must be immediately reported to the Enterprise Technology Service Desk (call 1-888-329-4773 or e-mail to DSHS Enterprise Technology Service Desk).
[bookmark: Sec_5_2_7_Wireless][bookmark: _Toc58379162]S3.	Administration IT staff will quarantine infected computers, and remove viruses.
S4.	The DSHS Information Security Office will report any unusual virus activity to the WaTech Help Desk, in support of the Washington Computer Incident Response Center (WACIRC) incident reporting process.
[bookmark: _Toc430617260]5.2.7 Wireless Networks and Devices 
[bookmark: _Policy_Statement_5.2.7]Policy Statement 5.2.7
Wireless technologies must be configured and used securely.  
Standards
S1.	Any wireless network that will provide access to DSHS network resources, using one of the IEEE 802.11 wireless Ethernet protocols must
a.	Be configured and documented according to the requirements of DSHS IT Standards 9.3.1 DSHS Wireless Network Configuration and 9.3.2 DSHS Wireless Network Documentation;
b.	Have Simple Network Management Protocol (SNMP) disabled.
[bookmark: _5.2.8_External_Hosting][bookmark: _Toc159401122]S1A.	For any other wireless network:
a.	Securely segment wireless access point connections from the Internet e.g. by enabling a local computer firewall. 
b.	Use authentication and encryption appropriate for the environment.
c.	Change wireless vendor defaults including but not limited to pre-shared keys and passwords.
d.	Disable Simple Network Management Protocol (SNMP).
e.	Open or public access wireless environments must not share assets or traverse infrastructure components that connect to the DSHS network unless wireless traffic is securely segmented, encapsulated, or tunneled over shared infrastructure.
[bookmark: OLE_LINK4][bookmark: OLE_LINK5]S2.	Administrations will perform a self-audit on a regular basis to locate any rogue wireless devices. 
[bookmark: Sec_5_2_8_External_Host][bookmark: _Toc430617261]5.2.8 External Hosting
Policy Statement 5.2.8
External hosting of DSHS applications or data requires an approved, formal contract.
Standards
S1.	DSHS applications, or data that is sensitive or confidential (i.e. categories 2, 3, or 4—see section 3.2.1 above), must be hosted and stored on computers, devices, and storage media administered by DSHS unless:
· A signed, formal contractual agreement is in place;
· The contract has been created and maintained in the Agency Contracts Database (ACD) managed by the DSHS Central Contracts Services, as described in DSHS Administrative Policy 13.10, Central Contract Services (CCS); and
· The DSHS CISO has reviewed and approved the security measures agreed to in the contract.
NOTE: If confidential (i.e. categories 3 or 4—see section 3.2.1 above) data belonging to DSHS is to be shared for the use of an entity external to DSHS, see section 3.2.4 Data Sharing Contracts.
NOTE: See also section 2.2.7 Use or Connection of Non DSHS Administered IT Resources.
[bookmark: Sec_5_2_9_Net_Attached_Devices][bookmark: _Toc430617262]5.2.9 Network Attached Devices
Definition 
· Network attached device: A device available to other computers on a network. Examples include servers, firewalls, routers, switches, workstations, networked Supervisory Control and Data Acquisition (SCADA) systems, and networked printers (multifunction devices).
Policy Statement 5.2.9
Network attached devices must be configured and managed securely.
Standards
S1. 	Unnecessary functionality such as scripts, drivers, features, subsystems, file systems, and services shall be disabled.
S2. 	DSHS-owned devices shall be hardened based on security controls published in appropriate and applicable industry standards such as NIST Special Publication 800-53 and vendor configuration standards. 

Processes to manage installation or modification of system configuration settings shall be established and followed.
S3. 	Banner text conveying appropriate use of DSHS IT resources shall be displayed where initial user logon occurs (ref. OCIO 141.10, 5.1.1.(5)).
S4. 	Standardized baseline configurations shall be developed, documented, and maintained under configuration control for all DSHS-owned devices. Baseline configurations shall be reviewed and updated at least annually or whenever a system upgrade, patch, or other significant change is applied. Deviations from baselines shall be documented in writing (ref. OCIO 141.10, 5.1.1.(7)).

	A formal Configuration Management Plan for all DSHS information systems that receive, process, store, or transmit Federal Tax Information shall be developed, documented, and implemented. This plan shall address the following:

· Roles, responsibilities, and configuration management processes;
· A process for identifying configuration items in the system development life cycle (SDLC) and for managing them;
· A definition of the configuration items to be managed; and
· The establishment of protections to prevent unauthorized disclosure and modification of the configuration management plan.
S5.	Information system changes shall be reviewed and formally approved or rejected in writing by a formal change review group based on security impact analyses.
S6.	All changes to DSHS information systems shall be tested and validated prior to a production release.
S7.	Change records for all DSHS information systems that receive, process, store, or transmit Federal Tax Information shall be retained for the life of the system.
S8.	Change records for all DSHS information systems shall be audited and reviewed as part of the audit log review process. (See section 10.2.1 Detection.)
S9.	Physical and logical access controls associated with making changes to a DSHS information system shall be defined, documented, and approved by a designated physical security administrator and the DSHS Information Security Office.
S10.	An inventory of information system components shall be developed that:

· Accurately reflects the current information system;
· Includes all components that receive, process, store, or transmit Federal Tax Information;
· Is at a level of granularity that enables tracking and reporting; and
· Includes information necessary to achieve effective accountability.
This inventory shall be reviewed and updated through periodic manual review or a network monitoring tool that automatically maintains the inventory. Regardless of method updates shall be made whenever installations, removals, and updates to the information system occur.
NOTE: Standard 4.2.4.1.S10 also requires that default passwords be changed immediately upon installation.
Guideline
G1.	The U.S. Department of Justice recommends that appropriate language be used in a warning banner so that any evidence that may be collected of illegal activity will be admissible in court.  A log-on warning banner or similar message should warn uninvited users who are logging on remotely that their use of the system is not allowed, and that their use of the system may be monitored. See sample language for warning banners at DSHS IT Security Procedures P5.2.9.G1 Warning Banner - Sample.
Note: Guideline G1 was moved here from 10.2.3.G1 (Revision 11).
[bookmark: Sec_6_0_Chap_6_System][bookmark: _Toc523712701][bookmark: _Toc523738019][bookmark: _Toc523791629][bookmark: _Toc523791979][bookmark: _Toc523792234][bookmark: _Toc523792489][bookmark: _Toc523792744][bookmark: _Toc523792999][bookmark: _Toc523814823][bookmark: _Toc523815078][bookmark: _Toc523815333][bookmark: _Toc523815588][bookmark: _Toc523815843][bookmark: _Toc523816234][bookmark: _Toc523816489][bookmark: _Toc526230466][bookmark: _Toc58379163][bookmark: _Toc430617263]
Chapter 6: System Design, Development, Maintenance, and Operations
[bookmark: _Toc523712702][bookmark: _Toc523738020][bookmark: _Toc523791630][bookmark: _Toc523791980][bookmark: _Toc523792235][bookmark: _Toc523792490][bookmark: _Toc523792745][bookmark: _Toc523793000][bookmark: _Toc523814824][bookmark: _Toc523815079][bookmark: _Toc523815334][bookmark: _Toc523815589][bookmark: _Toc523815844][bookmark: _Toc523816235][bookmark: _Toc523816490][bookmark: _Toc526230467]
[bookmark: Sec_6_1_Intro][bookmark: _Toc58379164][bookmark: _Toc430617264]6.1 Introduction
This chapter covers information security requirements for:
· Systems design and development, 
· System maintenance, and 
· Operation of production computer applications and systems. 
Security is an important consideration in this process, and the level of security required should be commensurate with the sensitivity of the data being processed and the requirements of applicable federal and state laws and regulations.
[bookmark: _Toc523712703][bookmark: _Toc523738021][bookmark: _Toc523791631][bookmark: _Toc523791981][bookmark: _Toc523792236][bookmark: _Toc523792491][bookmark: _Toc523792746][bookmark: _Toc523793001][bookmark: _Toc523814825][bookmark: _Toc523815080][bookmark: _Toc523815335][bookmark: _Toc523815590][bookmark: _Toc523815845][bookmark: _Toc523816236][bookmark: _Toc523816491][bookmark: _Toc526230468][bookmark: _Toc58379165][bookmark: _Toc430617265]6.2 Policies and Standards
[bookmark: Sec_6_2_1_Design][bookmark: _6.2.1_Security_Requirements][bookmark: _Toc523712704][bookmark: _Toc523738022][bookmark: _Toc523791632][bookmark: _Toc523791982][bookmark: _Toc523792237][bookmark: _Toc523792492][bookmark: _Toc523792747][bookmark: _Toc523793002][bookmark: _Toc523814826][bookmark: _Toc523815081][bookmark: _Toc523815336][bookmark: _Toc523815591][bookmark: _Toc523815846][bookmark: _Toc523816237][bookmark: _Toc523816492][bookmark: _Toc526230469][bookmark: _Toc58379166][bookmark: _Toc430617266]6.2.1 Security Requirements During Design, Development, and Maintenance
[bookmark: _Toc523712705]Policy Statement 6.2.1
Information security must be an integral part of the system development or acquisition process.
NOTE: Failure to address and specify security requirements early in a project increases the likelihood that security will prove to be inadequate or that additional costs will be incurred. 
[bookmark: _Toc523712706]Standards
S1.	Staff will:
a.	Identify the category of data (see Chapter 3, Classifying and Protecting Data and IT Resources) to be processed or accessed by the system.
b.	Ensure that appropriate information security measures are included in the design of the system from the beginning of the project, and
c.	Ensure that plans for securing the system are included in the system’s documentation. 
S2.	Where audit trails recording access to information are required, managers or developers must design applications such that the audit trails will be secure, and easily maintained and reconstructed. 
S3.	All program code shall be reviewed and tested for security and operations considerations, including:
a.	Security measures that are written into the application;
b.	Elimination of temporary or test application accounts, data, user names, passwords, or potential backdoors; and
c.	Correct coding of business rules. 
The person reviewing the code must be someone other than the person who wrote the code.
S4. 	Prior to the production implementation of any DSHS-owned or DSHS-contracted application or hardware and prior to making any change to network infrastructure project managers, developers or contractors shall complete the following actions:

· Inform the appropriate DSHS Information Security Administrator (ITSA) of the existence of the project and provide details about purpose and scope.
· Contact the DSHS Information Security Office and the appropriate ITSA to schedule either a design consultation or a design discussion depending on project needs. Include the appropriate ITSA on the request so they can be available for discussions and reviews as needed.
· A design consultation is an initial conversation during which the ISO gathers information and works with the project team to establish the necessary and appropriate security requirements for the project.
· A design discussion is a conversation during which the project team shares specific details about the design of its application so the ISO can provide feedback and address possible design concerns before the final design review is scheduled.
· Schedule a design review with the ISO once a design is complete.
· A design review is a formal meeting during which the ISO conducts a review of a project design to ensure it meets all applicable DSHS, State, federal, and contractual security requirements.
· As part of the design review process, conduct a formal risk assessment to identify security vulnerabilities and create a mitigation plan to address the issues identified. The risk assessment shall include a threat model, which defines a set of possible attacks to consider. The ISO maintains tools and templates for accomplishing both of these tasks.
· Risk is the probability of a threat exploiting a vulnerability multiplied by the impact.
· A risk assessment is the process of determining the likelihood that a negative event will occur and the impact it would have (severity).
· A threat model is a set of possible attacks to consider and mitigate.

(For more information on the DSHS risk assessment process, see Section 9.2.2 Risk, Threat, and Vulnerability Analyses.)
 
· Conduct a source code and database scan (if applicable) using tools and configurations provided by the DSHS Vulnerability Management Program (VMP). The ISO has established requirements for scan results – including the types of vulnerabilities that must be remediated prior to release.

· Implement appropriate security measures, including:

· Those identified in the risk assessment and threat model;
· Those identified during the source code and database scans; and
· Those described in DSHS IT Security Procedures P6.2.1.

If the measures identified in the risk assessment and threat model are not implemented the associated risk must be accepted, mitigated, transferred or declined and approved by the appropriate DSHS Assistant Secretary.

DSHS-owned applications that receive, process, store, or transmit DSHS-owned data or data specifically protected by State or federal law shall be scanned using tools and configurations provided by the VMP prior to the release of an update or patch. The VMP provides DSHS developers with tools for evaluating their source code, databases, and applications for security vulnerabilities.

Additional VMP scans shall be conducted as part of standard information security routines after the application enters production.

All applications accessible via the Internet shall pass through the portal managed by Washington Technology Solutions (WaTech). Requests to establish access through the State portal are managed by the Office of Communications, Enterprise Technology.
S5.	Authentication and access control: Implement the authentication and access requirements described at Chapter 4, Access Security, Identification, & Authentication.
S6.	Developers must protect non-database files residing on the UNISYS mainframe(s) with read and write protection using Access Control Records (ACR).
S7.	Developers must deploy file transfer utilities with appropriate security features for the transfer of files between computing systems. 
S8.	System specifications must be set so that the integrity of data is maintained at all times.
[bookmark: Sec_6_2_2_Maintenance][bookmark: _Toc523712707][bookmark: _Toc523738023][bookmark: _Toc523791633][bookmark: _Toc523791983][bookmark: _Toc523792238][bookmark: _Toc523792493][bookmark: _Toc523792748][bookmark: _Toc523793003][bookmark: _Toc523814827][bookmark: _Toc523815082][bookmark: _Toc523815337][bookmark: _Toc523815592][bookmark: _Toc523815847][bookmark: _Toc523816238][bookmark: _Toc523816493][bookmark: _Toc526230470][bookmark: _Toc58379167]S9.	Include specific requirements in contracts for outsourced software development to protect the integrity and confidentiality of application source code and other program documentation (ref. OCIO 141.10, 7.1.(4)).
S10.	Request an OCIO security design review for significant upgrades or new development of systems and infrastructure projects when:
a.	DSHS is required to submit an investment plan to OCIO commensurate with the IT Investment Standards;
· In this case, also complete the IT Security Checklist, OCIO Standard 141.10 Security Information Technology Assets, Appendix A. Include in the investment plan a signed copy of the checklist from the OCIO Design Review itemizing the security controls, and associated budget, schedule, and resource estimates.
b.	A project or initiative requires WaTech or OCIO oversight as determined by OCIO policy and standards; or
c.	A project or initiative significantly impacts risk to state IT assets outside DSHS.
(ref. OCIO 141.10, 1.2.1)
S11. 	Security measures will include those described at DSHS IT Security Procedures P6.2.1 Input related Security Requirements (ref. OCIO 141.10, 7.1& 7.4(1)).
S12.	Restrict access to source code and program documentation to authorized persons on a need-to-know basis.
S13. 	Protect any production data used for test purposes, as appropriate for its category (see section 3.2.1).
a.	Any use of confidential information (i.e. categories 3 or 4—see section 3.2.1 above) for test purposes requires the approval of the administration IT security administrator or designee.
b.	Access to test data must be limited to persons authorized to view such data.
c.	Remove test data before applications go into production.
(ref. OCIO 141.10, 7.2. (3))
Section 6.2.2 Security Requirements During Maintenance has been eliminated from this manual, as of Revision 11.0, 2010. This topic has now been combined under 6.2.1 Security Requirements During Design, Development, and Maintenance.
Section 6.2.2, Standard S1 has been eliminated from this manual, as of Revision 11.0, 2010.
Section 6.2.2, Standard S2 has been eliminated from this manual, as of Revision 11.0, 2010. The related topic is covered at section 6.2.4 Change and Release Management.
[bookmark: Sec_6_2_3_Access][bookmark: _Toc523712842][bookmark: _Toc523738100][bookmark: _Toc523791699][bookmark: _Toc523792049][bookmark: _Toc523792304][bookmark: _Toc523792559][bookmark: _Toc523792814][bookmark: _Toc523793069][bookmark: _Toc523814893][bookmark: _Toc523815148][bookmark: _Toc523815403][bookmark: _Toc523815658][bookmark: _Toc523815913][bookmark: _Toc523816304][bookmark: _Toc523816559][bookmark: _Toc526230537][bookmark: _Toc58379168]Section 6.2.2, Standard S3 has been eliminated from this manual, as of Revision 11.0, 2010, and its contents moved to 6.2.1.S12.
[bookmark: _Toc430617267]6.2.3 Application Access and Privileges
[bookmark: _Toc523712843]Policy Statement 6.2.3
Access privileges for each employee must be controlled to ensure that the employee can only access those applications and processes needed in the performance of his or her duties.
[bookmark: _Toc523712844]Standards
[bookmark: OLE_LINK16][bookmark: OLE_LINK17]S1.	Operations Managers must require all production applications to be regulated by standard authentication processes—see examples at DSHS Information Security Policy Manual 6.2.1.S5.
S2. 	A user's session must initially be controlled by access control systems software, and, if defined permissions allow it, control will then be passed to separate application software. 
S3.	Operations managers must ensure that operators are limited to only those system options/privileges that are required.
S4.	Managers of production operations must separate work duties and responsibilities of employees.
S5.	No modifications by operations staff to production data, production programs, or the operating system are permitted.
S6.	Only authorized maintenance personnel may access the production library.  Controls must be in place to prevent unauthorized use or removal of tape files, diskettes, and other media.
[bookmark: Sec_6_2_4_Modify][bookmark: _Toc523712845][bookmark: _Toc523738101][bookmark: _Toc523791700][bookmark: _Toc523792050][bookmark: _Toc523792305][bookmark: _Toc523792560][bookmark: _Toc523792815][bookmark: _Toc523793070][bookmark: _Toc523814894][bookmark: _Toc523815149][bookmark: _Toc523815404][bookmark: _Toc523815659][bookmark: _Toc523815914][bookmark: _Toc523816305][bookmark: _Toc523816560][bookmark: _Toc526230538][bookmark: _Toc58379169]S7.	Separate development/test, quality assurance, and/or production environments, limiting, particularly, access to production systems and data (ref. OCIO 141.10, 7.2.(2)).
[bookmark: _Toc430617268]6.2.4 Change and Release Management
[bookmark: _Toc523712846]Policy Statement 6.2.4
Change and release .management processes are required.

[bookmark: _Toc523712847]Standards
S1.	Establish, document, and follow formal change and release management processes.    
Standard S2 has been eliminated from this manual, as of Revision 11.0, 2010.
S3.	Provide operations staff with adequate training and operating documentation before a system is moved into production processing.
[bookmark: Sec_6_2_5_Logs][bookmark: _Toc523712848][bookmark: _Toc523738102][bookmark: _Toc523791701][bookmark: _Toc523792051][bookmark: _Toc523792306][bookmark: _Toc523792561][bookmark: _Toc523792816][bookmark: _Toc523793071][bookmark: _Toc523814895][bookmark: _Toc523815150][bookmark: _Toc523815405][bookmark: _Toc523815660][bookmark: _Toc523815915][bookmark: _Toc523816306][bookmark: _Toc523816561][bookmark: _Toc526230539][bookmark: _Toc58379170][bookmark: _Toc430617269]6.2.5 Logs
[bookmark: _Toc523712849]Policy Statement 6.2.5
Managers of IT operations must require logs to be maintained for DSHS production application systems.

[bookmark: _Toc523712850]Standards
S1.	All computer systems running DSHS production application systems must include logs which record:
a.	Changes to critical application system files 
b.	Additions and changes to the privileges of users
c.	System start-ups and shutdowns 
d.	Attempted system access violations 
S1A.	Provide automated recording to allow for reconstruction of the following events:
a.	Actions taken by individuals with root or administrative privileges;
b.	Invalid logical access attempts;
c.	Initialization of the logging process; and
d.	Creation and deletion of system objects.
(ref. OCIO 141.10, 10.2.(3))
Mission critical systems must have recovery and audit trail logs.
S1B. 	DSHS information systems that receive, process, store, or transmit Federal Tax Information shall be capable, at a minimum, of logging the following event types:

· Log onto system;
· Log off of system;
· Change of password;
· All system administrator commands, while logged on as system administrator;
· Switching accounts or running privileged actions from another account, (e.g., Linux/Unix SU or Windows RUNAS);
· Creation or modification of super-user groups;
· Subset of security administrator commands, while logged on in the security administrator role;
· Subset of system administrator commands, while logged on in the user role;
· Clearing of the audit log file;
· Startup and shutdown of audit functions;
· Use of identification and authentication mechanisms (e.g., user ID and password);
· Change of file or user permissions or privileges (e.g., use of suid/guid, chown, su);
· Remote access outside of the corporate network communication channels (e.g., modems, dedicated VPN) and all dial-in access to the system;
· Changes made to an application or database by a batch file;
· Application-critical record changes;
· Changes to database or application records, where the application has been bypassed to produce the change (via a file or other database utility);
· All system and data interactions concerning FTI; and
· Additional platform-specific events, as defined in SCSEMs located on the Office of Safeguards website.
S1C.	The audit records for information systems that receive, process, store, or transmit Federal Tax Information shall be retained for seven years.
S2.	It must be possible to reconstruct activities from operation logs.    
S3.	Logs must be secured to prevent modification, and must be accessible only by authorized persons.
Standard S4 has been eliminated.
Standard S4 has been eliminated from this manual, as of Revision 11.0, 2010. Log retention is now addressed at S6, below.
S6.	Administrations must develop and document a logging strategy that addresses each system based on the risk and complexity of the system. At a minimum the logging strategy must address the following:
a.	The log records including events, exceptions and user activities necessary to reconstruct unauthorized activities defined by the strategy;
b.	Procedures for periodic review and analysis of recorded logs (see also section 10.2.1 Detection, S1, G1, and G2, below);
c.	Retention periods for logs.
(ref. OCIO 141.10, 10.1.)
S7.	Logs must be synchronized using an accurate time source (ref. OCIO 141.10, 10.2. (2)).
[bookmark: Sec_7_0_Chap_7_Messaging][bookmark: _Toc523712770][bookmark: _Toc523738054][bookmark: _Toc523791659][bookmark: _Toc523792009][bookmark: _Toc523792264][bookmark: _Toc523792519][bookmark: _Toc523792774][bookmark: _Toc523793029][bookmark: _Toc523814853][bookmark: _Toc523815108][bookmark: _Toc523815363][bookmark: _Toc523815618][bookmark: _Toc523815873][bookmark: _Toc523816264][bookmark: _Toc523816519][bookmark: _Toc526230497][bookmark: _Toc58379171][bookmark: _Toc430617270]
Chapter 7: Electronic Messaging Systems
[bookmark: Sec_7_1_Intro][bookmark: _Toc523712771][bookmark: _Toc523738055][bookmark: _Toc523791660][bookmark: _Toc523792010][bookmark: _Toc523792265][bookmark: _Toc523792520][bookmark: _Toc523792775][bookmark: _Toc523793030][bookmark: _Toc523814854][bookmark: _Toc523815109][bookmark: _Toc523815364][bookmark: _Toc523815619][bookmark: _Toc523815874][bookmark: _Toc523816265][bookmark: _Toc523816520][bookmark: _Toc526230498][bookmark: _Toc58379172][bookmark: _Toc430617271]7.1 Introduction
This chapter covers:
· The use of electronic messaging systems, and
· The management and retention of information transmitted by, and stored in, electronic messaging systems.
NOTE: An Electronic Messaging System is any system that transmits and/or stores voice or typed communication/recordings.  These messaging systems are commonly referred to as telephone (with voice mail) and e-mail respectively. 
[bookmark: _Toc523712772][bookmark: _Toc523738056][bookmark: _Toc523791661][bookmark: _Toc523792011][bookmark: _Toc523792266][bookmark: _Toc523792521][bookmark: _Toc523792776][bookmark: _Toc523793031][bookmark: _Toc523814855][bookmark: _Toc523815110][bookmark: _Toc523815365][bookmark: _Toc523815620][bookmark: _Toc523815875][bookmark: _Toc523816266][bookmark: _Toc523816521][bookmark: _Toc526230499][bookmark: _Toc58379173][bookmark: _Toc430617272]7.2 Policies and Standards
[bookmark: _Toc58379174][bookmark: _Toc523712773][bookmark: _Toc523738057][bookmark: _Toc523791662][bookmark: _Toc523792012][bookmark: _Toc523792267][bookmark: _Toc523792522][bookmark: _Toc523792777][bookmark: _Toc523793032][bookmark: _Toc523814856][bookmark: _Toc523815111][bookmark: _Toc523815366][bookmark: _Toc523815621][bookmark: _Toc523815876][bookmark: _Toc523816267][bookmark: _Toc523816522][bookmark: _Toc526230500]NOTE: See Chapter 5, Network, Operating Systems, and Internet Security, for anti-virus software requirements.
[bookmark: Sec_7_2_1_Email][bookmark: _Toc58379175][bookmark: _Toc430617273]7.2.1 E-mail and Other Non-voice Messaging
[bookmark: _Toc58379176]This section augments the provisions of Administrative Policy 15.15, Use of Electronic Messaging Systems and the Internet, which provide extensive coverage of this subject.  Topics covered by Administrative Policy 15.15 include:
· Employee use of electronic messaging systems and the Internet
· The prohibition of checking personal, outside e-mail accounts using Department computers
· The prohibition of using instant messaging provided by an external vendor
· Distribution lists
[bookmark: Sec_7_2_1_1_Use]7.2.1.1 Appropriate Uses of E-Mail
[bookmark: _Toc523712774]Policy Statement 7.2.1.1
E-mail, including e-mail over the Internet, shall be used only for those purposes allowed by state regulations and Department policy.
[bookmark: _Standards_2][bookmark: _Toc523712775]Standards
[bookmark: OLE_LINK1]S1.	Department employees and other system users must not use state provided equipment or e-mail connectivity to perform any illegal activities, e.g. deliberately spreading viruses, gaining unauthorized access to another computer, or making another network unusable by launching a denial of service attack.
S2.	Department employees and other system users must protect transmitted messages or files containing confidential or privacy-protected information (e.g., confidential client or employee data) to ensure there is no unauthorized access.  The message or file:

a. Must be encrypted if transmitted outside the State Government Network (SGN) and/or the Intergovernmental Network (IGN)(see section 8.2.1 Data Encryption and Secure File Transfer, Standards S1 and S4 regarding use of the DSHS Secure E-mail System); and

b. May not be forwarded or shared, except as allowed by law.

Senders and receivers of all DSHS confidential information are responsible for ensuring the information is not disclosed.

S3.	Do not set a DSHS e-mail account to auto-forward e-mail across the Internet (e.g. to home e-mail accounts).  Auto-forwarding does not allow for the assessment of the confidentiality of an e-mail, so enabling this functionality potentially violates Standard 7.2.1.1 S2, above.
[bookmark: Sec_7_2_1_2_BU][bookmark: _Toc523712776][bookmark: _Toc523738058][bookmark: _Toc523791663][bookmark: _Toc523792013][bookmark: _Toc523792268][bookmark: _Toc523792523][bookmark: _Toc523792778][bookmark: _Toc523793033][bookmark: _Toc523814857][bookmark: _Toc523815112][bookmark: _Toc523815367][bookmark: _Toc523815622][bookmark: _Toc523815877][bookmark: _Toc523816268][bookmark: _Toc523816523][bookmark: _Toc526230501]7.2.1.2 Backup and Storage for E-mail 
[bookmark: _Toc523712777]Policy Statement 7.2.1.2
Establish procedures to ensure that e-mail messages are retained or deleted in accordance with state regulations and Department policy.
[bookmark: _Toc523712778]Standards
S1. 	System administrators of electronic messaging systems shall have scheduled backup procedures, retention schedules, and off site storage of backups, as described at Chapter 3, Classifying and Protecting Data and IT Resources.
S2.	E-mail retention is the responsibility of the sender and receiver of the message, not the backup process.  Back-up copies performed by Enterprise Technology staff are retained for 21 days and are not used for records retention purposes. The centralized backup of e-mail is for disaster recovery purposes only.
Guidelines
G1. 	Each program area should determine their preferred method of retention.  Some suggested methods are printing, following regular retention processes for the hardcopy, and electronic storage in personal archive folders.

[bookmark: Sec_7_2_1_3_EmailAdmin][bookmark: _Toc523712760][bookmark: _Toc523738046][bookmark: _Toc523791654][bookmark: _Toc523792004][bookmark: _Toc523792259][bookmark: _Toc523792514][bookmark: _Toc523792769][bookmark: _Toc523793024][bookmark: _Toc523814848][bookmark: _Toc523815103][bookmark: _Toc523815358][bookmark: _Toc523815613][bookmark: _Toc523815868][bookmark: _Toc523816259][bookmark: _Toc523816514][bookmark: _Toc526230492]7.2.1.3 Exchange E-Mail Administrator Program
[bookmark: _Toc523712761]The Exchange Administrator program allows Enterprise Technology to delegate to administration Exchange administrators several administrative functions for their organizations' e-mail accounts.

[bookmark: _Policy_Statement_7.2.1.3]Policy Statement 7.2.1.3
The Microsoft Exchange Administrator program must be configured securely.
[bookmark: _Toc523712762]Standards
S1. 	Divisional Exchange administrators will only install the Exchange Administrator program on highly secure computer systems.
S2.	The operating system must be as prescribed by the DSHS IT Standards Manual, 10.1.1 Operating Systems.
S3.	Any remote access to the system must meet the following requirements, except as noted:
· It must be by a virtual private network (VPN) service authorized by the DSHS IT Standards Manual, 9.2.1 DSHS VPN Services; and
· The system must not have asynchronous communication capabilities activated e.g. dial-up using Microsoft Remote Access Service (RAS).
Exception: asynchronous communication capabilities may be activated as necessary for recovery from a network disaster.
Standard S4 has been eliminated from this manual.
Standard S5 has been eliminated from this manual.
[bookmark: Sec_7_2_1_4_P2P]7.2.1.4 Peer-to-Peer File Sharing
[bookmark: _Policy_Statement_7.2.1.4]Policy Statement 7.2.1.4
Peer-to-peer (P2P) file sharing or file transfer is prohibited.
[bookmark: _Toc58379177]See DSHS IT Security References R7.2.1.4 Peer-to-Peer Applications for additional information.
[bookmark: Sec_7_2_2_Voice][bookmark: _Toc430617274]7.2.2 Voice Communications
[bookmark: Sec_7_2_2_1_Codes][bookmark: _Toc523712908][bookmark: _Toc523738139][bookmark: _Toc523791739][bookmark: _Toc523792089][bookmark: _Toc523792344][bookmark: _Toc523792599][bookmark: _Toc523792854][bookmark: _Toc523793109][bookmark: _Toc523814933][bookmark: _Toc523815188][bookmark: _Toc523815443][bookmark: _Toc523815698][bookmark: _Toc523815953][bookmark: _Toc523816344][bookmark: _Toc523816599][bookmark: _Toc526230577]7.2.2.1 Protecting Long Distance and Voice Mail Access Codes
[bookmark: _Policy_Statement_7.2.2.1][bookmark: _Toc523712909]Policy Statement 7.2.2.1
Staff must keep long distance (SCAN or other carriers) and voice mail access codes confidential.
[bookmark: _Toc523712910]Standards
S1.	Access codes are confidential and must not be:
a.	Shared with others, or   
b.	Written or posted where they are easily seen.   
Exceptions:
(1)	Shared SCAN access codes may be used for FAX machines in cases where it is not possible to configure the machine to not store or report SCAN access codes dialed (see standard S2A below), provided the responsible manager monitors usage of the shared code to control any unauthorized use of the code.
(2)	Scan access codes may be shared with a State Operator for use of the State Operator’s conference calling service.
(3)	Voice mail access codes may be shared for shared voice mail boxes, provided that callers are notified that the voice mail box is shared.
S2.	Notify your supervisor immediately if your SCAN number is lost or stolen.  Managers must request cancellation and re-issue of a SCAN access code that has been compromised.   
S2A.	Where possible, FAX machines should be configured to not store or report SCAN access codes dialed.  Where this is not possible, see standard S1, Exception (1), above.
S3.	The person to whom the telephone number is assigned must change a voice mail access code that has been compromised.
S4. 	Telecom coordinators must ensure voice mailboxes are set-up (initialized) within two weeks of installation.  If a voice mailbox has been un-initialized for more than thirty days, it must be deleted.
[bookmark: Sec_7_2_2_2_Cell][bookmark: _Toc523712914][bookmark: _Toc523738141][bookmark: _Toc523791741][bookmark: _Toc523792091][bookmark: _Toc523792346][bookmark: _Toc523792601][bookmark: _Toc523792856][bookmark: _Toc523793111][bookmark: _Toc523814935][bookmark: _Toc523815190][bookmark: _Toc523815445][bookmark: _Toc523815700][bookmark: _Toc523815955][bookmark: _Toc523816346][bookmark: _Toc523816601][bookmark: _Toc526230579]NOTE: See also related Administrative Policy 14.06 SCAN (Long Distance) Authorization Numbers.
7.2.2.2 Cellular Telephone Security
[bookmark: _Toc523712915]Policy Statement 7.2.2.2
Establish procedures to ensure cellular telephone access is secure.    
[bookmark: _Toc523712916]Standards
S1.	Keep cell phones in safe storage when not in use.
S2. 	When a cell phone is stolen or lost, immediately report it in accordance with DSHS IT Security Procedures, P10.2.2.S2 Reporting Suspected Incidents.  Take other appropriate action such as disconnecting or freezing the number, or transferring the service to a new set.    
Standard S3 has been eliminated from this manual.
[bookmark: Sec_7_2_2_3_Physical][bookmark: _Toc523712921][bookmark: _Toc523738143][bookmark: _Toc523791743][bookmark: _Toc523792093][bookmark: _Toc523792348][bookmark: _Toc523792603][bookmark: _Toc523792858][bookmark: _Toc523793113][bookmark: _Toc523814937][bookmark: _Toc523815192][bookmark: _Toc523815447][bookmark: _Toc523815702][bookmark: _Toc523815957][bookmark: _Toc523816348][bookmark: _Toc523816603][bookmark: _Toc526230581]7.2.2.3 Telephone and Voice Mail System Physical Security
[bookmark: _Toc523712922]Policy Statement 7.2.2.3
Keep telephone and voice mail system hardware in a secured room.    
[bookmark: _Toc523712923]Standards
S1. 	Telephone system and voice mail system hardware must be placed in a locked room.  Unused telephone equipment must be secured until needed.
[bookmark: Sec_7_2_2_4_ElecAccess][bookmark: _Toc523712924][bookmark: _Toc523738144][bookmark: _Toc523791744][bookmark: _Toc523792094][bookmark: _Toc523792349][bookmark: _Toc523792604][bookmark: _Toc523792859][bookmark: _Toc523793114][bookmark: _Toc523814938][bookmark: _Toc523815193][bookmark: _Toc523815448][bookmark: _Toc523815703][bookmark: _Toc523815958][bookmark: _Toc523816349][bookmark: _Toc523816604][bookmark: _Toc526230582]7.2.2.4 Telephone and Voice Mail System Electronic Access Security
[bookmark: _Toc523712925]Policy Statement 7.2.2.4
Telecom coordinators will ensure that only authorized persons have electronic access to telephone and voice mail systems.
[bookmark: _Toc523712926]Standards
S1. 	Telecom coordinators will ensure that telephone and voice mail system passwords are kept in a secure place.
S2. 	Telecom coordinators will ensure that remote access for telephone switch systems and for voice mail systems is configured to dial back to authorized phone numbers, where technically possible.
[bookmark: Sec_7_2_2_5_Monitoring][bookmark: _Toc523712927][bookmark: _Toc523738145][bookmark: _Toc523791745][bookmark: _Toc523792095][bookmark: _Toc523792350][bookmark: _Toc523792605][bookmark: _Toc523792860][bookmark: _Toc523793115][bookmark: _Toc523814939][bookmark: _Toc523815194][bookmark: _Toc523815449][bookmark: _Toc523815704][bookmark: _Toc523815959][bookmark: _Toc523816350][bookmark: _Toc523816605][bookmark: _Toc526230583]7.2.2.5 Monitoring Calls/Use of Speakerphones
[bookmark: _Toc523712928]Policy Statement 7.2.2.5
If a call is monitored, recorded, or played on a speakerphone, all parties to the call must be notified.
[bookmark: _Toc523712929]Standards
S1.	Before you begin monitoring a call, recording a call, or playing it on a speakerphone, notify all parties to the call, and let them know who is listening.
[bookmark: Sec_8_0_Chap_8_Encryption][bookmark: _Toc58379178][bookmark: _Toc430617275]
Chapter 8: Encryption and Data Integrity
[bookmark: _8.1_Introduction][bookmark: Sec_8_1_Intro][bookmark: _Toc58379179][bookmark: _Toc430617276]8.1 Introduction
A.	This chapter covers policies, standards and guidelines for securing data through the use of encryption and data integrity tools.  
1.	Encryption is the process of scrambling data to make it unreadable except by the intended recipient(s), usually by employing symmetric and asymmetric algorithms.  
2.	Data integrity ensures that data has not been altered during transit over unsecured media such as the Internet and is usually provided by message authentication codes or hash values.
B.	Greater detail is available in the DSHS IT Security References R8.1 Encryption Information Sites.
[bookmark: _Toc58379180][bookmark: _Toc430617277]8.2 Policies, Standards, and Guidelines
[bookmark: _8.2.1_Data_Encryption][bookmark: Sec_8_2_1_EncryptTrfr][bookmark: _Toc58379181][bookmark: _Toc430617278]8.2.1 Data Encryption and Secure File Transfer
Policy Statement 8.2.1
Implement encryption techniques to prevent unauthorized access to confidential Department data as specified in the following standards.
[bookmark: _Standards]Standards
S1.	Confidential data (i.e. categories 3 or 4—as defined at section 3.2.1) transmitted through the Internet must be encrypted using industry standard algorithms (e.g. AES, Twofish, Serpent, RC6, MARS) with minimum key sizes of 128 bits for symmetric keys, and 1024 bits for asymmetric keys.
This standard applies to all outgoing and incoming DSHS confidential data, whether the data originates from a Web, SQL, FTP, E-mail, or other site, except for incoming data that is:
(1)	Sent by clients, or 
(2)	Sent by business partners, and contains data on less than six DSHS clients, when authorized by the standard General Terms and Conditions for DSHS contracts.
NOTE: Tools available to implement this requirement include the DSHS Secure Messaging System (see Standard S4, below), and those described at DSHS IT Security References R8.2.1 Cryptographic/Integrity Methodologies and Tools.
See also DSHS IT Security Procedures P8.2.1.S1 Encryption of Confidential Information Requiring Special Handling.
S2.	Secure file transfer: When secure exchange of information from one application or user to another is needed, it must meet the following criteria: 
a.	All manipulations of data during the exchange are secure.
b.	If intercepted during transmission, data cannot be understood.
c.	The intended recipient is the only one who can understand the transmitted information.
d.	Confirmation is received that the intended recipient received the data.
S3.	Encrypted storage of data: 
a.	When encrypted storage of data is required by standards in this manual (e.g. 3.2.3.S3A and 3.2.9.S1), it must meet the following criteria: 
(1)	Encrypt data using industry standard algorithms (e.g. AES, Twofish, Serpent, RC6, MARS) with a minimum key size of 128 bits for symmetric keys; and
(2)	Protect the encryption and decryption method (key and algorithm).
b.	Whenever encryption is used, use a process authorized by the Administration’s management, such that encrypted information can be recovered if the employee who encrypted it is unavailable.
[bookmark: _Toc58379182]S4.	The DSHS Secure E-mail System may be used to transmit information outside the State Government Network (SGN) and/or the Intergovernmental Network (IGN).
[bookmark: Sec_8_2_2_Integrity][bookmark: _Toc430617279]8.2.2 Data Integrity
Policy Statement 8.2.2 
Implement electronic mechanisms to ensure that there is no unauthorized alteration or deletion of electronic protected health information (EPHI), as specified in the following standards.
Standards
S1.	For EPHI transmitted through the Internet, a hash value will be computed by both sender and recipient in order to ensure that EPHI has not been altered.
NOTE: Tools available to implement this requirement are described at DSHS IT Security References R8.2.1 Cryptographic/Integrity Methodologies and Tools.
Guidelines
[bookmark: OLE_LINK22][bookmark: OLE_LINK23]G1.	Encryption provides data integrity as well.  As most users are more familiar with encryption tools, using encryption may be the preferred method of implementing this standard.
[bookmark: Sec_8_2_3_Certs][bookmark: _Toc58379183][bookmark: _Toc430617280]8.2.3 Digital Certificates
NOTE: For information on the WaTech Digital Certificates Master Contract, go to the WaTech website.
Policy Statement 8.2.3
The following standards apply to all digital certificates used within DSHS.

Standards
Standard S1 was eliminated from this manual (Revision 9, March 2008).
S2.	The DSHS CIO will appoint a Certificate Coordinator (CC) in the ISO to facilitate the purchase and use of digital certificates in DSHS.
Standard S3 has been eliminated from this manual.
S4.	The private key for certificates whose associated key pair is used for encryption and decryption of data must be escrowed to ensure no data is lost due to key loss or corruption.
S5.	The private key for certificates whose associated key pair is used for signing documents (digital signatures) is never escrowed, since the private key must remain secret and under the direct control of the signing authority.  Accordingly, separate public key pairs must be used for encrypting and signing documents.
S6.	Private keys stored on a hard drive must be encrypted.
S7.	The Department must have a procedure for revoking certificates, including certificates purchased by the Department for clients and business partners.  Certificates may be revoked either by the person to whom the certificate was issued, or by the DSHS certificate coordinator at the request of executive-level management in the organization that approved the purchase of the certificate.
Guidelines
G1.	Enterprise Technology (both IT Security and Network Services) offers consultative services for deciding when, where, and how to use certificates, including what assurance levels to use.
[bookmark: Sec_8_2_4_Tokens][bookmark: _Toc58379184][bookmark: _Toc430617281]8.2.4 Tokens
A.	Security tokens include Smartcards, time-synchronized tokens, and challenge-response tokens.
1.	Smartcards (including digital certificate fobs) frequently provide at least the key activation and signing components of cryptographic services, and they may provide other cryptographic services as well.
2.	Time-synchronized and challenge-response tokens only provide authentication functionality, and will typically be integrated into the PKI Architecture through modifications to the system security-enabling services (particularly the logon and obtain credentials components of those services).
B. Tokens are the highest level of security short of biometrics (the use of biologically unique data, such as retinal scan, thumb print, etc., to identify a user).

Policy Statement 8.2.4
Managers must evaluate the need for tokens on a case-by-case basis, and authorize their use where the business need (such as flexibility) or enhanced security justifies the additional cost, or federal or state regulations dictate their use.  If tokens are used, the following standards apply:

Standards
S1.	Report all lost or stolen tokens immediately to program area management and to Enterprise Technology IT Security.
S2.	Since the loss of a token potentially compromises the private key, the compromised digital certificate must be revoked immediately, either by the individual to whom the certificate was issued, or by the Enterprise Technology Certificate Coordinator.
[bookmark: _Chapter_9:_Security][bookmark: Sec_9_0_Chap_9_Assessment][bookmark: _Toc523712785][bookmark: _Toc523738063][bookmark: _Toc523791668][bookmark: _Toc523792018][bookmark: _Toc523792273][bookmark: _Toc523792528][bookmark: _Toc523792783][bookmark: _Toc523793038][bookmark: _Toc523814862][bookmark: _Toc523815117][bookmark: _Toc523815372][bookmark: _Toc523815627][bookmark: _Toc523815882][bookmark: _Toc523816273][bookmark: _Toc523816528][bookmark: _Toc526230505][bookmark: _Toc58379185][bookmark: _Toc430617282]
Chapter 9: Security Assessments, Reviews & Reports
[bookmark: _9.1_Introduction][bookmark: Sec_9_1_Intro][bookmark: _Toc523712786][bookmark: _Toc523738064][bookmark: _Toc523791669][bookmark: _Toc523792019][bookmark: _Toc523792274][bookmark: _Toc523792529][bookmark: _Toc523792784][bookmark: _Toc523793039][bookmark: _Toc523814863][bookmark: _Toc523815118][bookmark: _Toc523815373][bookmark: _Toc523815628][bookmark: _Toc523815883][bookmark: _Toc523816274][bookmark: _Toc523816529][bookmark: _Toc526230506][bookmark: _Toc58379186][bookmark: _Toc430617283]9.1 Introduction
This chapter provides standards and guidelines for security-related assessments, reviews, and reports.
[bookmark: _9.2_Policies_and][bookmark: _Toc523712787][bookmark: _Toc523738065][bookmark: _Toc523791670][bookmark: _Toc523792020][bookmark: _Toc523792275][bookmark: _Toc523792530][bookmark: _Toc523792785][bookmark: _Toc523793040][bookmark: _Toc523814864][bookmark: _Toc523815119][bookmark: _Toc523815374][bookmark: _Toc523815629][bookmark: _Toc523815884][bookmark: _Toc523816275][bookmark: _Toc523816530][bookmark: _Toc526230507][bookmark: _Toc58379187][bookmark: _Toc430617284]9.2 Policies and Standards
[bookmark: Sec_9_2_1_Tools][bookmark: _Toc523712788][bookmark: _Toc523738066][bookmark: _Toc523791671][bookmark: _Toc523792021][bookmark: _Toc523792276][bookmark: _Toc523792531][bookmark: _Toc523792786][bookmark: _Toc523793041][bookmark: _Toc523814865][bookmark: _Toc523815120][bookmark: _Toc523815375][bookmark: _Toc523815630][bookmark: _Toc523815885][bookmark: _Toc523816276][bookmark: _Toc523816531][bookmark: _Toc526230508][bookmark: _Toc58379188][bookmark: _Toc430617285]9.2.1 Using Automated Security Assessment Tools
[bookmark: _Toc523712789]Policy Statement 9.2.1
Limit the use of software (automated assessment tools) designed to test for vulnerabilities in networks and servers according to the following standards.
[bookmark: _Toc523712790]Standards
S1. 	The download, installation, or use of automated security assessment tools for the purposes of vulnerability assessment, penetration testing, and/or forensics must be approved in writing by the DSHS Chief Information Security Officer (CISO).

DSHS developers/testers are authorized to conduct vulnerability assessments of source code and databases that they are developing/testing as part of their official duties, on their local workstations without individual authorizations.
S2. 	The ISO will use automated security assessment tools when conducting the formal reviews of Internet applications.
[bookmark: _9.2.2_Risk,_Threat,][bookmark: Sec_9_2_2_Risk][bookmark: _Toc523712791][bookmark: _Toc523738067][bookmark: _Toc523791672][bookmark: _Toc523792022][bookmark: _Toc523792277][bookmark: _Toc523792532][bookmark: _Toc523792787][bookmark: _Toc523793042][bookmark: _Toc523814866][bookmark: _Toc523815121][bookmark: _Toc523815376][bookmark: _Toc523815631][bookmark: _Toc523815886][bookmark: _Toc523816277][bookmark: _Toc523816532][bookmark: _Toc526230509][bookmark: _Toc58379189][bookmark: _Toc430617286]9.2.2 Risk, Threat, and Vulnerability Analyses
[bookmark: _Policy_Statement_9.2.2][bookmark: _Toc523712792]Policy Statement 9.2.2
Risk, threat, and vulnerability analyses will be conducted annually to help identify the Department’s principal information security exposures.
[bookmark: _Toc523712793]Standards
S1.	DSHS organizations shall participate in the Department’s annual risk assessment and self-evaluation (RASE) process, which is administered by the DSHS Internal Control Officer (see Administrative Policy 16.05 Internal Control Risk Assessment and Self-Evaluation).
a.	The DSHS CISO shall provide the DSHS Internal Control Officer an annual update to that part of the RASE checklist that addresses information security. 
b.	The information Security part of the RASE process will be designed to meet the requirement for annual updates to risk, threat, and vulnerability analyses.
S2.	Risk, threat, and vulnerability analyses shall:
a.	Be accurate and thorough; 
b.	Address the confidentiality, integrity, and availability of data and systems; 
c.	Be updated annually or whenever there are changes in systems, operations, or environments that significantly affect security. 
S3.	Documentation of risk, threat, and vulnerability analyses shall be retained for 6 years, and made available to those persons responsible for acting on the information contained therein.
S4. 	Risk assessments shall be conducted for all DSHS-owned information systems – both prior to an initial implementation and before making changes that impact risk ratings. In the case of such changes the scope and extent of the risk assessment shall be in proportion to the changes being made.
S5.	A risk assessment shall be conducted every three years for information systems that receive, process, store, or transmit category 3 or higher data.
S6.	Risk assessments shall identify for the information system to be protected:

· Inherent risks and security objectives, taking into account the categories of data received, processed, stored, or transmitted;
· Business, legal, or regulatory requirements;
· Contractual security obligations;
· Threats;
· Vulnerabilities that might be exploited by threats;
· Likelihood of vulnerabilities being exploited;
· Potential impacts of the exploitation of vulnerabilities on the confidentiality, and availability of information systems and data; and
· Controls that would mitigate the risks identified.
S7.	Risk assessment procedures followed and results obtained shall be disseminated to designated agency officials upon completion of the assessment.
S8.	Risk assessment procedures followed and results obtained shall be retained until the documentation is superseded or becomes obsolete. A copy of all assessment results shall be filed with the DSHS Information Security Office. Risk assessment results shall be reviewed at least annually.
[bookmark: Sec_9_2_3_BienAudit][bookmark: _Toc523712794][bookmark: _Toc523738068][bookmark: _Toc523791673][bookmark: _Toc523792023][bookmark: _Toc523792278][bookmark: _Toc523792533][bookmark: _Toc523792788][bookmark: _Toc523793043][bookmark: _Toc523814867][bookmark: _Toc523815122][bookmark: _Toc523815377][bookmark: _Toc523815632][bookmark: _Toc523815887][bookmark: _Toc523816278][bookmark: _Toc523816533][bookmark: _Toc526230510][bookmark: _Toc58379190][bookmark: _Toc430617287]9.2.3 Biennial INFORMATION Security Audit Program
Federal regulations 45 CFR 95 and 7 CFR 277 both require biennial information security audits.  The HIPAA Security Rule, 45 CFR 164.308(a)(8), requires periodic evaluations. In addition, the Office of the Chief Information Officer (OCIO) Policy 141 Securing Information Technology Assets, Item 7, requires an information security audit every three years.
[bookmark: _Policy_Statement_9.2.3][bookmark: _Toc523712795]Policy Statement 9.2.3
The DSHS Chief Information Officer (CIO) will establish and oversee the Department’s information Security audit program for complying with federal and state information security audit requirements.    
[bookmark: _Toc523712796]Standards
S1. 	Mandatory biennial information security audits shall be performed by qualified parties independent of DSHS IT organizations.
S2.	The DSHS CISO, in coordination with Division directors/designees, must schedule biennial audits.
S3.	The purpose of the audits will be to assess whether security controls are implemented appropriately in compliance with DSHS information security standards.
S4.	Auditors may examine all DSHS computer systems, and the computers of all users including Department-owned computers residing in an employee’s home, if deemed necessary.
S5.	The auditor must provide audit results electronically to the DSHS CISO and to the audited program area.  The program area will coordinate corrective actions with the DSHS CISO.
S6.	Where audit results are in question, the DSHS CISO must make a concerted effort to resolve issues informally.  If this process fails, managers may appeal audit results to the DSHS CIO. 
S7.	The DSHS Information Security Office must retain an electronic copy of audit results on file for five years.
[bookmark: Sec_9_2_4_Inspect_IRS][bookmark: _Toc58379191][bookmark: _Toc430617288]9.2.4 Inspection Procedures For Safeguarding IRS Tax Information
DSHS is required by IRS Publication 1075 to conduct periodic inspections during the year to ensure that safeguards for protecting IRS tax information are adequate. The Department satisfies this requirement using internal professional auditing staff to perform an annual audit of the Department's compliance with the provisions of the DSHS Information Security Manual (details Chapter 11) and IRS Publication 1075.

Policy Statement 9.2.4
The DSHS CIO has responsibility for ensuring that annual internal inspections are conducted to satisfy the requirements of IRS Publication 1075. 

Standards
S1.	The conduct of internal inspections will be divided between the DSHS Office of Operations Review and Consultation (OORC) and the DCS Program Review section, as follows:
a.	The DSHS Office of Operations Review and Consultation (OORC) must audit:
· Headquarters QA    
· QA field units 
· ISSD Operations and the DSHS ISO 
· Mainframe computer procedures for both QA and DCS 
b.	The DCS Program Review section (self-assessment staff) must audit the applicable DCS headquarters and field office program functions.
S2.	OORC must provide the DSHS CISO with a copy of the audit results by July 1 of each year.  These findings will be forwarded to the appropriate division for corrective actions.  Actions taken to correct noted deficiencies must be documented and returned to the DSHS CISO by August 15 for inclusion in the upcoming annual Safeguard Activity Reports to the IRS.
S3.	The DCS self-assessment staff must take responsibility for ensuring corrective actions are taken for deficiencies noted in their review.  A copy of both the audit results and the corrective actions taken must be forwarded to the DSHS CISO by February 15 for inclusion in the upcoming annual Safeguard Activity Reports to the IRS.
S4.	The DSHS Information Security Office must maintain a copy of audit findings and responses for the current year and three previous years.  The copy included in the Safeguard Activity Reports will meet this requirement.
[bookmark: Sec_9_2_5_IRS_Audits][bookmark: _Toc58379192][bookmark: _Toc430617289][bookmark: _Toc523712797][bookmark: _Toc523738069][bookmark: _Toc523791674][bookmark: _Toc523792024][bookmark: _Toc523792279][bookmark: _Toc523792534][bookmark: _Toc523792789][bookmark: _Toc523793044][bookmark: _Toc523814868][bookmark: _Toc523815123][bookmark: _Toc523815378][bookmark: _Toc523815633][bookmark: _Toc523815888][bookmark: _Toc523816279][bookmark: _Toc523816534][bookmark: _Toc526230511]9.2.5 INFORMATION Security Audits of DSHS by the IRS
The IRS performs two separate audits of DSHS procedures for safeguarding IRS tax information every three years.  One audit covers the Income Eligibility and Verification System (IEVS) cross-match process administered by QA, and the second audit covers DCS procedures for safeguarding tax information received as part of the Tax Refund Off-set Program from the Office of Child Support Enforcement (OCSE) in Washington, D.C.
 
Policy Statement 9.2.5
Section 2.4, IRS Publication 1075, requires that the Department centralize safeguard responsibility and establish and maintain uniform safeguard standards for protecting federal tax information.  This centralized role is performed by the DSHS CISO on behalf of the DSHS CIO.

Standards
S1.	Both DCS and QA must immediately notify the DSHS CISO as soon as they become aware of an impending audit by the IRS.  In addition, the DSHS CISO must be included in the kickoff meeting and any other meeting where:
a.	Policy is an issue; or
b.	Areas outside of the respective division are being reviewed, including Enterprise Technology Operations and WaTech.
[bookmark: Sec_9_2_6_OtherFed_Audits][bookmark: _Toc58379193][bookmark: _Toc430617290]9.2.6 INFORMATION Security Audits of DSHS by Other Federal Agencies
Periodically, the Department is audited for information security by other federal agencies, including the Social Security Administration (SSA).  In addition, the Department of Health and Human Services (DHHS) contracts with the Washington State Auditor’s Office (SAO) to perform Medicaid audits, which include information security functions.
Policy Statement 9.2.6
The DSHS Information Security Office will participate in security audits by federal agencies to explain and/or defend information security policies for the Department as required during such audits.  
Standards
S1.	Divisions must immediately notify the DSHS CISO as soon as they become aware of an impending audit by the SSA, DHHS, etc., where information security will be an area of interest to the auditors.  In addition, the DSHS CISO must be included in the kickoff meeting for such audits.
[bookmark: Sec_9_2_7_AnnCert][bookmark: _Toc58379194][bookmark: _Toc430617291]9.2.7 DSHS Annual Certification to the OCIO
[bookmark: _Toc523712798]Policy Statement 9.2.7
The Department Secretary must certify annually to the Office of the Chief Information Officer (OCIO) that an Information Security Program has been developed and implemented in accordance with OCIO policies and standards.
[bookmark: _Toc523712799]Standards
S1.	By May 31st of each year, administrations will submit, to the DSHS CISO, documentation of compliance with DSHS information security policy and standards, in the form of gap analysis matrices.
S2.	By July 31st of each year, each administration will certify compliance with DSHS information security policy and standards during the prior fiscal year, as described in the DSHS IT Standards Manual, 3.1 Annual Certification.
[bookmark: Sec_9_2_8_SAR][bookmark: _Toc523712888][bookmark: _Toc523738123][bookmark: _Toc523791722][bookmark: _Toc523792072][bookmark: _Toc523792327][bookmark: _Toc523792582][bookmark: _Toc523792837][bookmark: _Toc523793092][bookmark: _Toc523814916][bookmark: _Toc523815171][bookmark: _Toc523815426][bookmark: _Toc523815681][bookmark: _Toc523815936][bookmark: _Toc523816327][bookmark: _Toc523816582][bookmark: _Toc526230560][bookmark: _Toc58379195][bookmark: _Toc430617292]9.2.8 Annual Safeguard Activity Reports
Policy Statement 9.2.8
The DSHS CIO is responsible for the preparation and submission of the annual Safeguard Activity Reports for DCS and QA as required by IRS Publication 1075.  
Standards
S1.	Safeguard Activity Reports must be prepared in accordance with specifications set forth in IRS Publication 1075.  The DSHS CIO must sign the reports for the Secretary.
S2.	The report prepared for QA is due to the IRS Office of Disclosure on or before September 30 of each year, and the report prepared for DCS is due to the same office by January 31 of each year.
S3.	A copy of each Safeguard Activity Report must be retained on file by ISSD for the current year and three previous years. 
[bookmark: Sec_9_2_9_InetApp][bookmark: _Toc58379196][bookmark: _Toc430617293]9.2.9 Internet Web Application Security Reviews
[bookmark: _Policy_Statement_9.2.9]Policy Statement 9.2.9
Reviews of Internet applications and interactive web sites will be conducted.
Standards
S1.	DSHS organizations that are developing an application or interactive web site that will be accessible from the Internet will contact the DSHS Information Security Office, early in the design process to arrange for a review of the application/site and/or supporting systems. 
[bookmark: Sec_10_0_Chap_10_Detecting][bookmark: _Toc523712800][bookmark: _Toc523738070][bookmark: _Toc523791675][bookmark: _Toc523792025][bookmark: _Toc523792280][bookmark: _Toc523792535][bookmark: _Toc523792790][bookmark: _Toc523793045][bookmark: _Toc523814869][bookmark: _Toc523815124][bookmark: _Toc523815379][bookmark: _Toc523815634][bookmark: _Toc523815889][bookmark: _Toc523816280][bookmark: _Toc523816535][bookmark: _Toc526230512][bookmark: _Toc58379197][bookmark: _Toc430617294]
Chapter 10: Detecting, Reporting, and the Investigation of IT-Related Incidents
[bookmark: Sec_10_1_Intro][bookmark: _Toc523712801][bookmark: _Toc523738071][bookmark: _Toc523791676][bookmark: _Toc523792026][bookmark: _Toc523792281][bookmark: _Toc523792536][bookmark: _Toc523792791][bookmark: _Toc523793046][bookmark: _Toc523814870][bookmark: _Toc523815125][bookmark: _Toc523815380][bookmark: _Toc523815635][bookmark: _Toc523815890][bookmark: _Toc523816281][bookmark: _Toc523816536][bookmark: _Toc526230513][bookmark: _Toc58379198][bookmark: _Toc430617295]10.1 Introduction
This chapter describes the Department’s policies for detecting, reporting, and investigating IT-related security incidents, and for accessing data as requested in support of investigations or in other special circumstances.
[bookmark: _Toc523712802][bookmark: _Toc523738072][bookmark: _Toc523791677][bookmark: _Toc523792027][bookmark: _Toc523792282][bookmark: _Toc523792537][bookmark: _Toc523792792][bookmark: _Toc523793047][bookmark: _Toc523814871][bookmark: _Toc523815126][bookmark: _Toc523815381][bookmark: _Toc523815636][bookmark: _Toc523815891][bookmark: _Toc523816282][bookmark: _Toc523816537][bookmark: _Toc526230514][bookmark: _Toc58379199][bookmark: _Toc430617296]10.2 Policies And Standards
[bookmark: Sec_10_2_1_Detection][bookmark: _Toc523712803][bookmark: _Toc523738073][bookmark: _Toc523791678][bookmark: _Toc523792028][bookmark: _Toc523792283][bookmark: _Toc523792538][bookmark: _Toc523792793][bookmark: _Toc523793048][bookmark: _Toc523814872][bookmark: _Toc523815127][bookmark: _Toc523815382][bookmark: _Toc523815637][bookmark: _Toc523815892][bookmark: _Toc523816283][bookmark: _Toc523816538][bookmark: _Toc526230515][bookmark: _Toc58379200][bookmark: _Toc430617297]10.2.1 Detection 
[bookmark: _Toc523712804]Policy Statement 10.2.1
Establish procedures for detecting unauthorized access or attempted access to IT resources or data.  If this process must be implemented in stages (due to funding, etc.) detail the stages, and anticipated milestones.
[bookmark: _Toc523712805]Standards
S1. 	System administrators or their designees shall actively monitor DSHS information systems for:

· Attacks and indicators of potential attacks; and
· Unauthorized local, network, and remote connections.
S2.	Unauthorized use of DSHS information systems shall be documented in a written incident log and reported to the appropriate Information Security Administrator, IT Director and Human Resources representative as soon as possible. (See section 10.2.2 Reporting and Investigating Information Security-Related Incidents.)
S3.	System administrators or their designees shall deploy monitoring devices or tools strategically within the Department’s information systems to collect information as defined under section 6.2.5 Logs and at ad hoc locations within the Department’s information systems to track specific types of transactions of interest. Information obtained from these intrusion-monitoring devices or tools shall be protected from unauthorized access, modification, or deletion.

· Information system monitoring includes external and internal monitoring. 
· External monitoring is defined as observation of events at the information system boundary (i.e., part of perimeter defense and boundary protection). 
· Internal monitoring is defined as observation of events within the system.
· Information system monitoring devices and tools are defined as intrusion detection and intrusion prevention systems, malicious code detection and protection software, scanning tools, audit record monitoring software, and network monitoring software.
S4.	Both the level and frequency of information system monitoring shall be increased if there is a credible indication of increased risk to operations, assets, individuals, other Washington state government agencies, or the State Government Network. Credible sources of risk include law enforcement, state and federal intelligence.
S5.	Information obtained from intrusion-monitoring devices or tools shall be provided to designated Department security officials as needed.
S6.	Outbound communications traffic shall be analyzed at the external boundaries of Department information systems and selected interior points within the network to discover anomalies including but not limited to:

· Large file transfers;
· Long-time persistent connections;
· Unusual protocols and ports in use; and
· Attempted communications with suspected malicious external addresses
S7.	Automated mechanisms shall be employed to alert security personnel of unusual or inappropriate activities with security implications. These security alerts may be generated from audit records, monitoring devices or tools, firewalls, gateways, or routers and may be transmitted by telephone, email, or text message. (NOTE: The message must be encrypted if its contents are considered confidential.)
S8.	A host-based monitoring mechanism (e.g. host-based intrusion prevention) shall be implemented on all DSHS information systems that receive, process, store, or transmit Federal Tax Information (FTI).
S9.	The DSHS Information Security Office receives information system security alerts and advisories from the WaTech Security Operations Center (SOC). These alerts are reviewed for relevance and disseminated to designated agency security officials.

NOTE: These requirements are based on IRS Publication 1075.
Guidelines
G1.	Automated tools may facilitate this process of review, to include identifying anomalous events or sequences of events, reporting cumulative data, and notifying by pager/email when events occur.  There are other tools which may be used to provide an increased level of monitoring system activity.
G2.	For critical systems or systems with significant amounts of confidential data, the logs should be monitored on a daily basis. For less critical systems or systems with little or no confidential data,  monitoring can be less frequent, but logs must be reviewed at least weekly.
[bookmark: Sec_10_2_2_Investigating][bookmark: _Toc523712806][bookmark: _Toc523738074][bookmark: _Toc523791679][bookmark: _Toc523792029][bookmark: _Toc523792284][bookmark: _Toc523792539][bookmark: _Toc523792794][bookmark: _Toc523793049][bookmark: _Toc523814873][bookmark: _Toc523815128][bookmark: _Toc523815383][bookmark: _Toc523815638][bookmark: _Toc523815893][bookmark: _Toc523816284][bookmark: _Toc523816539][bookmark: _Toc526230516][bookmark: _Toc58379201]NOTE: See also log review requirements at 6.2.5 Logs.
[bookmark: _Toc430617298]10.2.2 Reporting and Investigating INFORMATION Security-related Incidents
[bookmark: _Toc523712807]Policy Statement 10.2.2
Report and investigate all suspected information security related incidents including loss, theft, fraud, compromise, and breach of security.
Standards
S1.	Report suspected incidents of information security-related loss, theft, fraud, compromise, or breach of security, including unauthorized acquisition, access, use or disclosure of confidential information, as soon as possible, but never later than one business day after discovery, as described at DSHS IT Security Procedures P10.2.2.S2 Reporting Suspected Incidents.  
NOTE: See additional requirements for reporting incidents at Administrative Policy 9.01 Incident Reporting.
S2.	Whenever evidence clearly shows that there has been a significant IT related incident, an investigation and risk analysis must be performed. The objectives of this investigation will be to determine how the incident occurred, to mitigate loss, and to facilitate measures to prevent recurrence. 
The order of standards was changed by moving S1 to S2, and S2 to S1 (Revision 10; 2009).
Standard S3 was eliminated from this manual (Revision 10; 2009).
S4.	During an investigation, protect the confidentiality of information gathered, and sensitive details related to the incident.
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S6.	Each administration shall establish, document, and distribute an incident response plan to be used in the event of system compromise. At a minimum, the plan must address specific incident response procedures, recovery and continuity procedures, data backup processes, roles and responsibilities, and communication and contact strategies, including the following:
a.	Escalation procedures.
b.	Designate specific personnel to respond to alerts.
c.	Be prepared to implement the incident response plan and to respond immediately to a system breach.
d.	Provide appropriate training to staff with security breach response responsibilities.
e.	Have a process to modify and evolve the incident response plan according to lessons learned.
(ref. OCIO 141.10, 11.(2))
S7.	Test the incident response plan at least annually (ref. OCIO 141.10, 11.(3)).
[bookmark: _Toc430617299]10.2.3 Electronic Monitoring or Accessing Files of Users
[bookmark: _Toc523712809]Policy Statement 10.2.3
Ensure that appropriate safeguards are observed whenever users’ actions or data are electronically monitored or accessed.
[bookmark: _Toc523712810]Standards  
S1.	IT staff may be authorized to engage in monitoring activities as follows:
a. As a best practice related to computer and network operations. This includes logging and monitoring events generated by Department information systems and applications. This also includes logging and monitoring network traffic as it traverses the DSHS network, State Government Network (SGN), and public Internet in cases where such traffic originates, terminates, or transits DSHS IT assets, such as a workstation, server, or network switch.
b. For an authorized training program, planned application design, or for network troubleshooting procedures.
b.	To monitor the actions of a specific user(s), as requested by the appropriate appointing authority, and in accordance with section 10.2.4 IT Support for Investigations Initiated by Appointing Authority; or
c.	Any other electronic monitoring of users’ actions must be requested by the appropriate appointing authority, in consultation with the DSHS CISO.
Standard S2 was eliminated, and incorporated into standard S1 (Revision 10; 2009).
S3.	All files (including email messages, documents created by the user, Internet usage, and downloaded files) residing on Department systems are state property and subject to access in accordance with the procedures at DSHS IT Security Procedures P10.2.3.S3 Accessing Employees’ Files.  
Guideline G1 was moved to 5.2.9.G1 (Revision 11).
S4.	DSHS Internet traffic is logged through a proxy service provided and maintained by WaTech. The logs from this service are available to designated DSHS personnel for official investigations and security incident response only. These logs are classified as “Network Usage Logs” by WaTech and are retained until review, audit, or three (3) backup cycles, which is a maximum of just less than four (4) months.
[bookmark: Sec_10_2_4_Investigations][bookmark: _Toc430617300]10.2.4 IT Support for Investigations Initiated by Appointing Authority
The purpose of this policy is to ensure a consistent process governing IT staff who collect data in support of investigations initiated by appointing authorities.

Definitions
· Investigation: An examination of data and facts into allegations involving a person subject to DSHS policy.  An investigation is initiated by the subject’s appointing authority in consultation with Human Resources.

· Forensic Tools: Hardware, such as write blockers and disk duplicators; and software, such as EnCase or AccessData Forensic Toolkit (FTK), which perform bit-stream copies of media and allow analysis of those copies.

· Chain of Custody: The documentation of the possession and transfer of data collected, to preserve its integrity.
Standards
S1.	If IT staff assigned to collect data in support of an investigation have a relationship with the subject of the investigation, the staff assigned must make that relationship known to the person(s) managing the investigation, or to the authorizing manager.
S2.	Protect the confidentiality of information collected during an investigation.  See DSHS IT Security Procedures P10.2.4.S2 Protecting Confidentiality During an Investigation.
S3.	Any collection of data from digital media must be done with two people, one of whom will record all actions taken.  See DSHS IT Security Procedures P10.2.4.S3 The Two Person Rule.
S4.	Strict chain of custody will be maintained on any data collected that is to be used, or might eventually be used, in an investigation.  See DSHS IT Security Procedures P10.2.4.S4 Chain of Custody.
S5.	If criminal activity is suspected, stop the data collection activities and follow the procedures at DSHS IT Security Procedures P10.2.4.S5 Suspected Criminal Activity.
S6. 	IT staff will only assist in investigations when: 
a. Authorized by the subject’s appointing authority;
b. The DSHS CISO has been notified and consulted; 
c. The administration’s Human Resources office has been notified; and
d. The IT Security Administrator for the subject’s administration has been notified.
S7.	Follow the procedures at DSHS IT Security Procedures P10.2.4.S7 Supporting an Investigation.
S8.	Use of forensic tools to copy or examine hard drives or other media during an investigation must follow the DSHS IT Security Procedures Manual P10.2.4.S7 IT Support for Investigations, part E. Forensic Examination of Media.
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Chapter 11: Safeguarding Federal Information
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A.	DSHS receives federal benefit and tax data that require safeguard measures exceeding normal client-confidentiality requirements. DSHS requests this information from the following federal agencies:
· Social Security Administration (SSA), and

· Internal Revenue Service (IRS).

See DSHS IT Security References R11.1 Safeguarding Federal Information.
B.	The provisions of this chapter pertain to all Department organizational units that process or use SSA or IRS tax information.
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The Social Security Administration requires stringent safeguards for protecting SSA information.  The following standards augment other standards in this manual to comply with SSA requirements as set forth in the Social Security Administration’s Online Data Exchange manual. 
[bookmark: Sec_11_2_1_Requirements][bookmark: _Toc58379206][bookmark: _Toc430617304]11.2.1 Requirements for Safeguarding SSA Information
Policy Statement 11.2.1
All employees must comply with the special requirements, contained in the standards below, for safeguarding SSA information.  
Standards
S1.	All employees who have access to SSA information must receive an initial briefing and annual refresher briefings regarding the confidentiality of SSA data and the associated penalties for unauthorized disclosure.  Form DSHS 16-156, Statement of Understanding, and the Employee Handout, Use and Disclosure of Social Security Administration Client Information, are available for this purpose.
	Maintain records of employee briefings for six years. 
S2.	SSA Information may be viewed and used only for purposes directly related to administration of the Food Stamp, Title IV-A, Title XIX Medicaid, State Medical and General Assistance, and other needs based programs.  Any personal use of SSA Information is strictly prohibited. 
S3.	Access to SSA Information must be limited to individuals whose duties specifically require access in the performance of their assigned duties.
S4.	File documents containing SSA client information in a secure place after use.
S5.	The Department shall keep an automated audit trail of all access to SSA information, as follows:
a.	The Wire Third Party Query (WTPQ) system must capture audit data for each use of the system, as follows:
· The identity of the requester,   
· The identity of the person on which the inquiry is made, and    
· The date of the inquiry.  
See DSHS IT Security References R11.2.1.S5 Audit Trails for SSA Data.
b.	The DSHS ACES SOLQ system must capture audit data for each use of the system, as follows:
· The identity of the initiator. 
· The identity of the person on which the inquiry is made. 
· Request Reason–Any necessary explanatory information such as the identity of the ACES client when the subject of the query is a different person e.g. a "community spouse".
· The time and date of the query. 
· Whether the query or attempted query was against a Celebrity File or Congressional/Alien Social Security Number.

S6.	Audit trail records must be “read” only with access restricted to “need to know” and must be retained for six years.
S7.	Other agencies that use WTPQ must have a data share agreement between the agency and the Social Security Administration.  This agreement must be attached to the contract that permits the agency to use the DSHS WTPQ system.
S8.	DSHS must submit to the SSA any significant architectural changes made to the system or to the system's security features for both WTPQ and SOLQ.
S9.	Report any breaches of security or unresolved investigations involving social security information to the SSA.
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[bookmark: Sec_11_3_1_1_WorkHours]11.3.1.1 IRS Safeguards During Working Hours
Policy Statement 11.3.1.1
DSHS organizational units processing and/or using IRS tax information shall safeguard that information during working hours (during non-working hours see 11.3.1.2) by using one (or a combination) of the following secure facilities:
a.	Restricted area. 
b.	Security room. 
c.	Secured work areas. 
[bookmark: _Toc523712872]The criterion for each type of facility is set forth in IRS Publication 1075, Section 4.0.
[bookmark: _Standards_3]Standards
S1.	For Restricted Areas dedicated to processing or storing IRS tax information:  
a.	Limit the number of entrances to the dedicated area, and ensure each entrance is controlled. If unlocked during normal working hours, locate the desk of a supervisor or other responsible employee at the entrance, to allow entry only to authorized persons with official need.
b.	Maintain a list of names of individuals authorized access to IRS tax information stored in the area.
c.	Require anyone not assigned to the dedicated area to sign, in ink, a visitor's register at the entrance to the area. Information needed in the register includes:
· Visitor's name.  
· Visitor's signature.   
· Name of visitor's organization.   
· Date and time of the visit.   
· Purpose of the visit.   
d.	Supervisors shall review the log periodically to determine the need for access by each individual.
e.	For logs maintained by the Economic Services Administration, Operations Support Division (ESA-OSD), Quality Assurance (QA) headquarters and field staff must cutoff log pages on June 30 each year, retain them for five years, and then destroy them. 
f.	Except when actually in use, IRS tax information shall be stored in lockable containers located within the secure work area. After normal duty hours, or at any time the work area is vacant, all IRS tax information shall be locked in these containers.
g.	The IRS "clean desk" policy shall apply. That is, to avoid overlooking the return of tax documents to their storage area, do not inter-mingle tax documents with other documents.
See also Section 11.3.7 Safeguarding Standalone Computers Containing IRS Tax Data.
[bookmark: _Toc523712873]S2.	If a Non-Restricted Area is used for processing or storing IRS tax information:
a.	The work area must be secure and protected from entry by the public.  Locking devices, such as key cards or keypads, shall protect entrances to the work area.
b.	Except when actually in use, IRS tax information shall be stored in lockable containers located within the secure work area.  
c.	Do not co-mingle tax documents with other documents.
[bookmark: Sec_11_3_1_2_NonWorkHours]11.3.1.2 IRS Safeguards During Non-Working Hours
Policy Statement 11.3.1.2
IRS regulations require that two locks, such as a locked metal container within a locked room, protect stored IRS tax information and that precautions be taken to protect keys, combinations, etc.  This requirement applies to all references in other sections of this chapter to “store in a locked container”. 

[bookmark: _Toc523712874]Standards
S1.	Organizations processing and storing IRS tax information will:
a.	Limit and log distribution of keys/combinations, and maintain a list of key/combination holders.
b.	Change keyed locks periodically. If a copy of a key cannot be accounted for, change the lock immediately.
c.	Ensure that individuals who terminate employment or change duties return keys.
d.	Change combinations to locks (doors and containers) at least annually, or when an employee in possession of the combination terminates employment or changes duties.
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Policy Statement 11.3.2
DSHS managers and supervisors who have responsibility for processing or handling IRS tax information must comply with the standards below.  See DSHS IT Security References R11.3.2 Responsibilities of ISSD; QA; DCS.

Standards
S1.	Restrict access to IRS tax information to those employees whose duties directly involve processing or using this information.
S2.	Protect IRS tax information from access by clerical staff, couriers, and others who do not require access to IRS tax information in the execution of their duties.
S3.	Brief employees on their responsibility for safeguarding IRS tax information when they are first assigned responsibility for processing or handling IRS tax information, and annually thereafter.  
S4.	As a part of each briefing:
a.	Provide each employee with a copy of the Employee Handout, Penalties for Unauthorized Inspection or Disclosure of IRS Tax Information and explain possible penalties associated with unauthorized disclosure of IRS tax information. The Division of Child Support (DCS) may substitute DSHS form 09-839A Employee Handout – Unauthorized Disclosure, Inspection, or Use of Private and Confidential Information.
b.	Require each employee to sign a completed DSHS 16-156, Statement of Understanding.  DCS may substitute DSHS form 09-839 Confidentiality Statement. 
S5.	Retain the record of each briefing for five years, after which it may be destroyed.
S6.	Maintain a roster of all employees who have access to IRS tax information. 
S7.	Any hard copy document or report containing IRS tax information shall be recorded in a log form approved by the DSHS CISO that identifies:
· Date received or created;
· Document identification e.g. number, date, and/or contents;
· Movement; and
· If disposed of, the date and method of disposition.
S8.	Use pulping, incineration or an approved shredder to destroy paper documents, including reports.  A record of the destruction, including the method used, must be maintained on file for the current year and five previous years.  A certificate of destruction must be forwarded to ISSD for inclusion in the annual Safeguard Activity Reports as follows:
a.	For the Economic Services Administration, Operations Support Division (ESA-OSD) Quality Assurance (QA), by August 15;
b.	For the Division of Child Support (DCS), by February 15.
See DSHS IT Security Procedures P11.3.2.S8 Destruction of Documents Containing IRS Tax Information.
S9.	Documents/reports containing IRS tax information shall not be duplicated, photographed, or reproduced in any way, nor shall they be transmitted by fax machine.
S10. 	DSHS information systems that receive, process, store, or transmit Federal Tax Information shall:

· Implement cryptographic mechanisms to prevent unauthorized disclosure of Federal Tax Information and detect changes to such information during transmission across the WAN and within the LAN;

OR

If encryption is not used the Department shall use physical means (e.g. by employing protected physical distribution systems) to ensure that Federal Tax Information is not accessible to unauthorized users. This includes but is not limited to ensuring all network infrastructure, network access points, wiring, conduits and cabling are within the control of authorized personnel.

Network monitoring capabilities shall be implemented to detect suspicious network traffic. This applies to internal and external networks and all types of information system components (e.g. desktops, laptops, servers, mobile devices, printers, copiers, scanners, and fax machines);

NOTE: For encryption requirements, see Section 8.2.1 Data Encryption and Secure File Transfer.
· Prohibit remote activation of recording devices (e.g. microphones); and
· Provide explicit indication to users physically present at the device when a recording device has been activated.
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Definition: Removable media includes any machine readable media that may routinely be stored or moved independently of computing devices. Examples include magnetic tapes, optical discs (CDs or DVDs), flash memory (thumb drive) devices, external hard drives, and internal hard drives that have been removed from a computing device.
Policy Statement 11.3.3
DSHS managers and supervisors who have responsibility for processing or handling IRS tax information must comply with the standards below for logging, storing, and destroying removable media containing IRS tax information.
Standards
S1.	All removable media containing IRS tax information that is created within DSHS must be clearly labeled, using an appropriate IRS label e.g. Notice 129A or 129B, as containing IRS tax information when created.
S2.	Each item of removable media containing IRS tax information must be identified with a unique number to facilitate tracking and inventory processes. 
S3.	Form DSHS 16-155, Magnetic Tape/Disk – IRS Tax Data Log, or other form approved by the DSHS CISO that meets the requirements of IRS publication 1075, rev. 10-2007, 3.2 Electronic Files, will be used to record the receipt, transfer, and destruction of all removable media containing IRS tax information.
a.	If an item logged on the form is transferred out, the person receiving the item must sign the log or otherwise provide a documented acknowledgement of receipt of the item.
b.	Whenever an item logged on the form, which has not been transferred out, is destroyed, log the date and method of destruction, and the name of the person performing the destruction. 
c.	Log pages and related documents shall be retained for five years after completion of all entries, and then destroyed. 
d.	A certificate identifying items destroyed and the date and manner of destruction during the last 12 months must be forwarded to the DSHS CISO for inclusion in the annual Safeguard Activity Reports as follows:
(1)	For the Economic Services Administration, Operations Support Division (ESA-OSD) Quality Assurance (QA), by August 15
(2)	For the Division of Child Support (DCS), by February 15
S4.	All removable media containing IRS tax information must be stored in a metal, locked container when not in use or waiting transfer. 
S5.	All removable media containing IRS tax information must be inventoried every six months.  A record of each inventory, showing the type of media, identification number, and who conducted the inventory will be retained on file for the current year and the five previous years.  The party conducting the inventory must be from a different organizational entity than the section responsible for storing and safeguarding the media. 
See DSHS IT Security References R11.3.2 Responsibilities of ISSD; QA; DCS.
S6.	All removable media containing IRS tax information must be destroyed when no longer needed, and a record of the destruction, including method used, must be recorded on the log or approved form as per Standard S3, above.   Destroy media in accordance with section 3.2.5 Destruction of Confidential or Sensitive Information.

Policy 11.3.4 was eliminated (Revision 14.1; 2015).

[bookmark: Sec_11_3_4_BEER][bookmark: Sec_11_3_5_IRS][bookmark: _Toc58379212][bookmark: _Toc430617309]11.3.5 Processing IRS Unearned Income Tax Information 
Unearned income data is received via secure data transfer (SDT), and downloaded from the IRS server directly to a CD by QA for subsequent processing.  See DSHS IT Security References R11.3.4 QA use of IRS Tax Information.

Policy Statement 11.3.5
DSHS managers responsible for receiving and processing IRS unearned income tax information must adhere to the following safeguard standard(s).

Standards
Standards S1 through S4 were eliminated from this manual (Revision 10; 2009). They referred to a now defunct tape processing procedure.
S5.	Make sure unearned income files received from the IRS are downloaded directly to CDs, and no copy is made on the hard drive of the downloading computer.
S6.	When CDs are sent to and from the Spokane office they must be:
[bookmark: Sec_11_3_6_TROP][bookmark: _Toc58379213]a.	Encrypted; and
b.	Tracked on logs.
[bookmark: _Toc430617310]11.3.6 Processing Tax Refund Offset Program (TROP) Information
DCS receives the TROP file via wire (CyberFusion process) through the Office of Child Support Enforcement (OCSE) in Washington, D.C.  Files are received and initially processed on the System 390 mainframe, where they are immediately transferred to the UNISYS mainframe for subsequent processing by the Division of Child Support’s (DCS) Support Enforcement Management System (SEMS).  See DSHS IT Security References R11.3.6 DCS use of IRS Tax Information.
Policy Statement 11.3.6
DSHS managers responsible for receiving and processing TROP income tax information must adhere to the following safeguard standards.
Standards
S1.	The TROP file will be transferred to the UNISYS mainframe for further processing immediately following receipt.  The System 390 mainframe disk file used to receive and temporarily store the data must be zero filled and deleted immediately following the transfer.  In addition, the UNISYS disk file shall be protected with an Access Control Record and zero filled and deleted when it is no longer needed.
S2.	UNISYS batch files containing IRS tax information must be protected with Access Control Records, and, when no longer needed, zero filled and deleted.
S3.	Disk files used to create CDs on the System 390 mainframe that contain IRS tax information must be zero filled immediately following creation of the CDs. 
S4.	ISSD Operations, immediately following notification by WaTech, will collect the newly created IRS tax information CDs, and any defective copies created during the process.
a.	Non-defective CDs must be logged, processed and stored pending transfer to DCS in accordance with the provisions of Section 11.3.3, above.
b.	Defective CDs must be logged and immediately destroyed in accordance with the provisions of Section 11.3.3, above.
S5.	Support Enforcement Management System (SEMS) printed reports containing IRS tax information will be printed in the secure ISSD Operations area.  Any reports that must be disposed of by ISSD Operations due to printing errors or other reasons must be shredded (Section 11.3.2.S8).  Store reports in a locked container until picked up by the DCS courier or mailed to the appropriate DCS field offices by ISSD Operations.  
Each report must be clearly marked as containing IRS tax information.  In addition, each report must contain a one-page report control log that contains the following information:
· Report number 
· IRS offset process year    
· IRS offset process number    
· DSHS run date (date report was created)    
· A place for the signature/date of the person receiving the report    
· A place for the signature/date of the person destroying the report   
· A place to check the type of destruction.
Reports containing IRS tax information will not be duplicated, photographed, or reproduced in any way.
S6.	Reports mailed to DCS field offices must be accompanied by a completed multi-copy DSHS Form 02-558, Transmittal Document – Reports Containing IRS Tax Information. 
a.	Report recipients must sign and date the form and return the original copy to ISSD Operations promptly.  If the signed copy is not received by ISSD within seven working days from the date the report was mailed, ISSD Operations must initiate follow-up action.
b.	ISSD will file their copy of Form DSHS 02‑558.  They will cut off the file on June 30 each year and destroy after five years. 
c.	DCS field offices will staple their copy of the Form DSHS 02-558 to the report control log.  When the report is destroyed, complete the section on destruction, including method used, and file the log.  Cut off the file on June 30 each year and destroy after five years. 
S7.	Reports shipped to DCS Headquarters via courier do not require a DSHS 02‑558.  Instead, a second copy of the control log is printed, and the courier must sign for the report on one copy that will be filed by ISSD Operations.  ISSD Operations will cut off the file on June 30 each year and destroy after five years.
S8.	Documents must be sealed in double, opaque envelopes, prior to distribution either by regular mail or courier, with both envelopes marked "TO BE OPENED BY ADDRESSEE ONLY."  In addition, the inner envelope must be marked as “CONFIDENTIAL”.
[bookmark: Sec_11_3_7_Standalone][bookmark: _Toc58379214][bookmark: _Toc430617311]11.3.7 Safeguarding Standalone Computers Containing IRS Tax Data
[bookmark: _Policy_Statement_11.3.7]Policy Statement 11.3.7
DSHS managers responsible for receiving and processing IRS tax information must adhere to the following safeguard standards as required in IRS Publication 1075. 

Standards
S1.	IRS tax information stored on computer hard drives must be protected as follows:
a.	Access to the IRS tax information must be controlled by unique identification and authentication of users.  The computer must be located in a secured facility (as described at Section 11.3.1.1.S1, above; it must not be connected to a network; and it must be dedicated for processing of IRS tax information.  A system (CMOS) login password is sufficient for securing this environment.
b.	An audit trail of user activities is required.  A copy of audit trail files must be maintained for the current year and five previous years.
c.	If a PC is removed for repair:  See Section 3.2.6 Special Procedures for Computer Hard Disk Drives.
(1)	Over-write all databases/files containing IRS tax information with zeros and then delete the files, or 
(2)	Remove and protect the hard drive before submitting the PC for repair.
[bookmark: Sec_11_3_8_Mainframe][bookmark: _Toc58379215][bookmark: _Toc430617312][bookmark: _Toc523712886][bookmark: _Toc523738121][bookmark: _Toc523791720][bookmark: _Toc523792070][bookmark: _Toc523792325][bookmark: _Toc523792580][bookmark: _Toc523792835][bookmark: _Toc523793090][bookmark: _Toc523814914][bookmark: _Toc523815169][bookmark: _Toc523815424][bookmark: _Toc523815679][bookmark: _Toc523815934][bookmark: _Toc523816325][bookmark: _Toc523816580][bookmark: _Toc526230558]11.3.8 Safeguarding Mainframe Devices Containing IRS Tax Data
Policy Statement 11.3.8
DSHS managers responsible for receiving and processing IRS tax information must adhere to the following safeguard standards as required in IRS Publication 1075. 

Standards
S1.	IRS tax information stored on mainframe storage devices and/or transmitted over telecommunications devices must be protected as follows:
a.	Access to the IRS tax information must be controlled by unique identification and authentication of users.  
b.	An audit trail of user activities to ensure that user actions are within established controls is required.  A copy of audit trail files must be maintained for the current year and five previous years.
c.	IRS tax information transmitted over telecommunications devices must be encrypted unless the transmission is over guided media (protected microwave transmissions or end-to-end fiber optics).  In addition, copper cable may be used where the cable is adequately protected (locked switching rooms, cable buried underground, etc.).
[bookmark: Sec_11_3_9_InternalInspec][bookmark: _Toc58379216][bookmark: _Toc430617313]11.3.9 Internal Inspections 
DSHS is required by IRS Publication 1075, Section 6.3, to conduct periodic inspections during the year to ensure that safeguards are adequate. The Department satisfies this requirement using internal professional auditing staff to perform an annual audit of the Department's compliance with the provisions of the DSHS Information Security Manual and IRS Publication 1075.  (See Chapter 9, Security Assessments, Reviews, and Reports).
[bookmark: Sec_11_3_10_SAR][bookmark: _Toc58379217][bookmark: _Toc430617314]11.3.10 Annual Safeguard Activity Reports
The DSHS CIO has responsibility for the preparation and submission of the annual Safeguard Activity Reports for DCS and QA as required by IRS Publication 1075.  (See Chapter 9, Security Assessments, Reviews, and Reports).
[bookmark: Sec_11_3_11_ReportDiscl][bookmark: _Toc430617315][bookmark: _Toc523712890][bookmark: _Toc523738125][bookmark: _Toc523791724][bookmark: _Toc523792074][bookmark: _Toc523792329][bookmark: _Toc523792584][bookmark: _Toc523792839][bookmark: _Toc523793094][bookmark: _Toc523814918][bookmark: _Toc523815173][bookmark: _Toc523815428][bookmark: _Toc523815683][bookmark: _Toc523815938][bookmark: _Toc523816329][bookmark: _Toc523816584][bookmark: _Toc526230562][bookmark: _Toc58379218]11.3.11 Reporting Possible Improper Access or Disclosure
Policy Statement 11.3.11
Possible improper access or disclosure (meaning access or disclosure of data not authorized by IRS Regulation) of FTI must be reported.
Standards
S1.	Upon discovery of a possible improper inspection or disclosure of FTI, the individual making the observation or receiving information will:
a.	Notify the DSHS CISO.  This must be done as soon as possible, but in no case later than one business day after discovery.
b.	Contact the Special Agent-in-Charge, Treasury Inspector General for Tax Administration (TIGTA), as explained at DSHS IT Security Procedures Manual P10.2.2.S1, Note 1.
S2.	The DSHS CISO will ensure that TIGTA and the IRS Office of Safeguards are notified, and report the incident as otherwise described at DSHS IT Procedures Manual P10.2.2.S1, under “The DSHS CISO will” (below Note 1).
[bookmark: Sec_11_4_QC]
Policy 11.4 was eliminated (Revision 14.1; 2015).
 
[bookmark: Sec_11_5_DCS][bookmark: _Toc523712900][bookmark: _Toc523738131][bookmark: _Toc523791730][bookmark: _Toc523792080][bookmark: _Toc523792335][bookmark: _Toc523792590][bookmark: _Toc523792845][bookmark: _Toc523793100][bookmark: _Toc523814924][bookmark: _Toc523815179][bookmark: _Toc523815434][bookmark: _Toc523815689][bookmark: _Toc523815944][bookmark: _Toc523816335][bookmark: _Toc523816590][bookmark: _Toc526230568][bookmark: _Toc58379220][bookmark: _Toc430617316]11.5 Internal DCS Procedures
DCS internal procedures for safeguarding IRS tax information are contained in DCS Administrative Policy 7.01, IRS Confidentiality and Security.
[bookmark: Sec_12_0_Chap_12_Mainframe_MAPPER][bookmark: _Toc58379221][bookmark: _Toc430617317][bookmark: _Toc523712930][bookmark: _Toc523738146][bookmark: _Toc523791746][bookmark: _Toc523792096][bookmark: _Toc523792351][bookmark: _Toc523792606][bookmark: _Toc523792861][bookmark: _Toc523793116][bookmark: _Toc523814940][bookmark: _Toc523815195][bookmark: _Toc523815450][bookmark: _Toc523815705][bookmark: _Toc523815960][bookmark: _Toc523816351][bookmark: _Toc523816606][bookmark: _Toc526230584]
Chapter 12: Mainframe Security
[bookmark: _12.1_Introduction][bookmark: Sec_12_1_Intro][bookmark: _Toc523712931][bookmark: _Toc523738147][bookmark: _Toc523791747][bookmark: _Toc523792097][bookmark: _Toc523792352][bookmark: _Toc523792607][bookmark: _Toc523792862][bookmark: _Toc523793117][bookmark: _Toc523814941][bookmark: _Toc523815196][bookmark: _Toc523815451][bookmark: _Toc523815706][bookmark: _Toc523815961][bookmark: _Toc523816352][bookmark: _Toc523816607][bookmark: _Toc526230585][bookmark: _Toc58379222][bookmark: _Toc430617318]12.1 Introduction
A.	This chapter contains policies and standards governing access to the UNISYS and System 390 mainframe applications and processes.
B.	The term “ISSD mainframe data security staff” is a collective term used to denote all ISSD staff involved in administering access security to both the UNISYS and System 390 mainframes.
[bookmark: Sec_12_2_UNISYS][bookmark: _Toc523712932][bookmark: _Toc523738148][bookmark: _Toc523791748][bookmark: _Toc523792098][bookmark: _Toc523792353][bookmark: _Toc523792608][bookmark: _Toc523792863][bookmark: _Toc523793118][bookmark: _Toc523814942][bookmark: _Toc523815197][bookmark: _Toc523815452][bookmark: _Toc523815707][bookmark: _Toc523815962][bookmark: _Toc523816353][bookmark: _Toc523816608][bookmark: _Toc526230586][bookmark: _Toc58379223][bookmark: _Toc430617319]12.2 Policies and Standards for the UNISYS Mainframes
[bookmark: _Toc523712933][bookmark: _Toc523738149][bookmark: _Toc523791749][bookmark: _Toc523792099][bookmark: _Toc523792354][bookmark: _Toc523792609][bookmark: _Toc523792864][bookmark: _Toc523793119][bookmark: _Toc523814943][bookmark: _Toc523815198][bookmark: _Toc523815453][bookmark: _Toc523815708][bookmark: _Toc523815963][bookmark: _Toc523816354][bookmark: _Toc523816609][bookmark: _Toc526230587]This Section addresses policies and standards unique to UNISYS mainframe security.  See Chapter 4, Access Security, Identification, and Authentication, for policies and standards relating to login ids as well as changing and resetting passwords.
[bookmark: Sec_12_2_1_TIP][bookmark: _Toc58379224]Section 12.2.1 Transaction Processing (TIP) Security, was eliminated from this manual (Revision 9, March 2008).
[bookmark: Sec_12_2_2_Demand][bookmark: _Toc523712945][bookmark: _Toc523738153][bookmark: _Toc523791753][bookmark: _Toc523792103][bookmark: _Toc523792358][bookmark: _Toc523792613][bookmark: _Toc523792868][bookmark: _Toc523793123][bookmark: _Toc523814947][bookmark: _Toc523815202][bookmark: _Toc523815457][bookmark: _Toc523815712][bookmark: _Toc523815967][bookmark: _Toc523816358][bookmark: _Toc523816613][bookmark: _Toc526230591][bookmark: _Toc58379225][bookmark: _Toc430617320][bookmark: _Toc523712934]12.2.2 Administering Control Of Demand Access
[bookmark: _Toc523712946]Demand access is an online process that allows data processing staff to create, review, modify, and delete program and data files on the UNISYS mainframes.  For more information, see DSHS IT Security References R12.2.2 Demand and Batch Access.

Policy Statement 12.2.2
ISSD Mainframe Data Security staff is responsible for administering demand access to the UNISYS Mainframe by DSHS employees.
[bookmark: _Toc523712947]Standards
S1. 	ISSD Mainframe Security staff will:
a.	Use Site Management (SIMAN) software to control demand access to the production and development UNISYS mainframes.
b.	Limit demand access on the UNISYS development mainframe to IT staff that need to develop and test applications.
c.	Limit demand access to the UNISYS production mainframe to IT and operations staff whose duties include:
· Call-back for maintenance of critical applications systems    
· Maintenance of production libraries    
· Staging or de-staging of production jobs    
· Maintenance of production databases    
[bookmark: Sec_12_2_3_SECOPT1][bookmark: _Toc58379226][bookmark: _Toc430617321][bookmark: _Toc523712977][bookmark: _Toc523738181]12.2.3 UNISYS Mainframe Security Option 1 (SECOPT1)
SECOPT1 is available on the UNISYS mainframes for protecting flat files and tape volumes.  SECOPT1 is necessary for protecting Department applications from access by other agencies sharing these mainframes.  For additional information, see DSHS IT Security References R12.2.3 File and Subsystem Security.
[bookmark: _Policy_Statement_12.2.3]Policy Statement 12.2.3
Departmental organizations using the UNISYS mainframes will use Access Control Records (ACRs), a feature of SECOPT1, to protect flat files and tape volumes located on these mainframes.
Standards
S1.	Programming staff will use the ACR feature of SECOPT1 to protect all flat files and tape volumes located on the UNISYS mainframes for which they have responsibility.  
[bookmark: Sec_12_3_Sys390][bookmark: _Toc58379227][bookmark: _Toc430617322]12.3 Policies and Standards for the WaTech System 390 Mainframes
DSHS uses the WaTech System 390 mainframes (IBM and AMDHAL) as well as the ACES IBM mainframe to process applications.  Resource Access Facility (RACF) front-end security software is used to control access to applications and data residing on all mainframes in this category.  See Chapter 4, Access Security, Identification, and Authentication, for policies and standards relating to login IDs and changing and resetting passwords.  For additional information on RACF Security, see DSHS IT Security References R12.3 IBM System 390.
[bookmark: Sec_12_3_1_RACF][bookmark: _Toc58379228][bookmark: _Toc430617323]12.3.1 RACF Security Administration
The RACF Security Administrator is a member of the ISSD Mainframe Security staff. 
 
[bookmark: _Policy_Statement_12.3.1]Policy Statement 12.3.1
ISSD Mainframe Data Security staff has responsibility for administering RACF security for all DSHS applications.  

Standards
S1.	The Chief, ISSD Operations, will appoint a RACF Security Administrator, and backups as appropriate, to administer RACF security for DSHS.  
S2.	The RACF Security Administrator will create, update, and delete all users, as needed.
S3.	Divisions appoint security sub-administrators in Natural to add, update, and delete users.  The Department’s RACF Security Administrator will furnish access security service if Natural administrators are not available.
Standard S4 was eliminated from this manual (Revision 9, March 2008).
[bookmark: Sec_12_4_MAPPER][bookmark: _Toc58379229]Section 12.4 Policies and Standards for MAPPER, was eliminated from this manual (Revision 9, March 2008).
[bookmark: Sec_12_4_1_Admins][bookmark: Sec_Glossary][bookmark: _Toc58379231][bookmark: _Toc89668652][bookmark: _Toc430617324]
Glossary 
[bookmark: ACES][bookmark: _Toc58379232][bookmark: _Toc89668653]ACES
The Automated Client Eligibility System or the organization by the same name within the Economic Services Administration. 
[bookmark: Backdoor][bookmark: _Toc58379233][bookmark: _Toc89668654]BACKDOOR
A backdoor is a program that opens secret access to systems, and is often used to bypass system security. A Backdoor program does not infect other host files, but nearly all Backdoor programs make registry modifications. 
[bookmark: CIO][bookmark: _Toc58379234][bookmark: _Toc89668655]CIO
The Department's Chief Information Officer. 
[bookmark: CMOS][bookmark: _Toc58379235][bookmark: _Toc89668656]CMOS
There are a number of methods to prevent booting from a floppy disk, ranging from physical disk locks to purchased security programs. But the simplest solution is to use the security that is already built into the computer by enabling the computer's CMOS security features. 

The CMOS is a storage area on the PC where information is retained even when the power is turned off. Important information is stored here about the computer, and is accessed by a special CMOS setup program.
[bookmark: CARETAKER][bookmark: _Toc58379236][bookmark: _Toc89668657]CARETAKER
A caretaker of data is that management position with primary responsibility and accountability for the integrity of data and authority over access to it. 
[bookmark: CONFIDENTIAL_INFORMATION][bookmark: _Toc58379238][bookmark: _Toc89668659]CONFIDENTIAL INFORMATION
See definition at section 3.2.1, Classify Data According to Level of Protection Needed.
[bookmark: CONFIDENTIAL_INFORMATION_Requ_Spec_Handl][bookmark: _Toc58379239][bookmark: _Toc89668660] CONFIDENTIAL INFORMATION REQUIRING SPECIAL HANDLING
See definition at section 3.2.1, Classify Data According to Level of Protection Needed.
[bookmark: Confidentiality]CONFIDENTIALITY
We use "confidentiality" as a generic term meaning the limitation of disclosure of information. 
[bookmark: DENIAL_OF_SERVICE_ATTACK][bookmark: CONNECT_DIRECTLY][bookmark: _Toc58379240][bookmark: _Toc89668661]CONNECT DIRECTLY TO THE DSHS NETWORK
This includes connecting to any part of a DSHS administered wired or wireless network, or to any device so connected.  Examples would include plugging a “thumb drive” flash memory device, iPod, or MP3 music player into a computer attached to a DSHS network.  However, the term “connecting directly to the DSHS network” does not include connecting to a DSHS “extranet” that provides access to the Internet only.
DENIAL OF SERVICE ATTACK
From CERT Coordination Center Article 
1. A "denial-of-service" attack is characterized by an explicit attempt by attackers to prevent legitimate users of a service from using that service. Examples include 
· attempts to "flood" a network, thereby preventing legitimate network traffic 
· attempts to disrupt connections between two machines, thereby preventing access to a service 
· attempts to prevent a particular individual from accessing a service 
· attempts to disrupt service to a specific system or person 
Not all service outages, even those that result from malicious activity, are necessarily denial-of-service attacks. Other types of attack may include a denial of service as a component, but the denial of service may be part of a larger attack. 

Illegitimate use of resources may also result in denial of service. For example, an intruder may use your anonymous ftp area as a place to store illegal copies of commercial software, consuming disk space and generating network traffic.
[bookmark: DEPARTMENT_PERSONNEL][bookmark: DSHS_Information][bookmark: _Toc58379241][bookmark: _Toc89668662]DSHS INFORMATION
For purposes of this policy manual, DSHS Information includes information under the control of DSHS, such as, but not limited to:
· Any information about DSHS clients;
· Any information about DSHS employees;
· Letters, memoranda, e-mail messages, text messages, or other records created while conducting DSHS business;
· business or policy working records, drafts, or final products
This term does not include information that is not under the control of DSHS e.g. that which has been transmitted to another entity as public information or under a data sharing contract.
[bookmark: ELECTRONIC_PROTECTED_HEALTH_INFORMATION][bookmark: _Toc58379242][bookmark: _Toc89668663]ELECTRONIC PROTECTED HEALTH INFORMATION (EPHI)
Protected Health Information (PHI) that is stored or transmitted in electronic form. PHI is defined at Administrative Policy 5.01 Privacy Policy -- Safeguarding Confidential Information as “Individually identifiable health information about a client that is transmitted or maintained by DSHS…Individually identifiable health information in DSHS records about an employee or others who are not clients is not protected health information.”
[bookmark: HARD_COPY_DOCUMENTS][bookmark: _Toc58379243][bookmark: _Toc89668664]HARD COPY DOCUMENTS
Includes paper and other non digital media.
[bookmark: HIPAA]HIPAA
Federal Health Insurance Portability and Accountability Act
INTERNAL DEPARTMENT IT SYSTEMS, EQUIPMENT, OR INFRASTRUCTURE
Systems, etc. designed primarily for Department employees. Examples include (1) Department administered workstation computers, (2) Department local area networks (LANs), and (3) Department provided access to the Internet.  This does not include applications or file transfer facilities that are typically accessed by non DSHS employees over the Internet
[bookmark: ISSD][bookmark: _Toc58379245][bookmark: _Toc89668666]ISSD
Information System Services Division. The current director of ISSD is also the Department's Chief Information Officer (CIO). 
[bookmark: IT_Resources][bookmark: _Toc58379246][bookmark: _Toc89668667]IT RESOURCES
All computing and telecommunications facilities, hardware and software. 
[bookmark: KERBEROS][bookmark: _Toc58379247][bookmark: _Toc89668668]KERBEROS
An authentication mechanism used to verify user or host identity. The Kerberos v5 authentication protocol is the default authentication service for Windows 2000. Internet Protocol security (IPSec) and the QoS Admission Control Service use the Kerberos protocol for authentication. 
[bookmark: MANAGERS]MANAGERS
The person(s), at any level of management, who are responsible for a given organization within DSHS. This could be an Assistant Secretary, a Division Director, an Office Chief, etc. 
[bookmark: PORTABLE_COMPUTING_DEVICES][bookmark: MOBILE_DEVICE][bookmark: _Toc58379248][bookmark: _Toc89668669]MOBILE DEVICE
A computing device, typically smaller than a notebook, which runs a mobile operating system, such as iOS, Android, Windows Phone, or BlackBerry OS.  Includes smart phones and some tablets.
NETWORK ATTACHED DEVICE
A device available to other computers on a network. Examples include servers, firewalls, routers, switches, workstations, networked Supervisory Control and Data Acquisition (SCADA) systems, and networked printers (multifunction devices).
[bookmark: Non_DSHS_Administered_IT_Resources]NON DSHS ADMINISTERED IT RESOURCES
Computers, devices, or removable media that are not controlled by DSHS, as follows:
· Computers and other hardware that are capable of persistently storing data, for which authorized DSHS IT staff do not control the configuration and updating, including patching (see section 5.2.3)  and anti-virus software (see section 5.2.6.1).  Examples of other hardware can include phone and tablet devices, multi-function copiers, and storage area network devices.
· Removable media, the protection of which is not controlled by authorized DSHS IT staff (see section 3.2.3).
NOTEBOOK
A portable computer which runs a full desktop operating system, such as Windows XP, Windows 7, Mac OS X, or Linux.  Includes laptops, netbooks, and some tablets.
[bookmark: PROTECTED_HEALTH_INFORMATION]PROTECTED HEALTH INFORMATION (PHI)
PHI is defined at Administrative Policy 5.01 Privacy Policy -- Safeguarding Confidential Information as “Individually identifiable health information about a client that is transmitted or maintained by DSHS in any form or medium. Individually identifiable health information in DSHS records about an employee or others who are not clients is not protected health information.”
[bookmark: PUBLIC_INFORMATION][bookmark: _Toc58379249][bookmark: _Toc89668670]PUBLIC INFORMATION
See definition at section 3.2.1, Classify Data According to Level of Protection Needed.
[bookmark: OLE_LINK2][bookmark: REMOVABLE_MEDIA][bookmark: _Toc58379250][bookmark: _Toc89668671]REMOVABLE MEDIA
Includes any machine readable media that may routinely be stored or moved independently of computing devices. Examples include magnetic tapes, optical discs (CDs or DVDs), flash memory (thumb drive) devices, external hard drives, and internal hard drives that have been removed from a computing device.
[bookmark: SAM]SAM
The Microsoft Security Accounts Manager (SAM) is the standard access control system that is included as part of the Windows NT/2000/XP operating systems. 
[bookmark: SENSITIVE_INFORMATION][bookmark: SECURE_AREA][bookmark: _Toc58379251][bookmark: _Toc89668672]SECURE AREA
An area that at least meets the requirements for work areas described at section 3.2.10.
SENSITIVE INFORMATION
See definition at section 3.2.1, Classify Data According to Level of Protection Needed.
[bookmark: SOCIAL_ENGINEERING][bookmark: _Toc58379252][bookmark: _Toc89668673]SOCIAL ENGINEERING
An outside hacker's use of psychological tricks on legitimate users of a computer system, in order to gain the information (usernames and passwords) he needs to gain access to the system.

A classic social engineering trick is for a hacker to send email claiming to be a system administrator. The hacker will claim to need your password for some important system administration work, and ask you to email it to him/her. It's possible for a hacker to forge email, making it look like it came from somebody you know to be a legitimate system administrator. Often the hacker will send this message to every user on a system, hoping that one or two users will fall for the trick. 
[bookmark: STATE_GOVERNMENT_NETWORK_SGN][bookmark: _Toc58379253][bookmark: _Toc89668674]STATE GOVERNMENT NETWORK (SGN) 
Another name for State Wide Area Network (see below). 
[bookmark: STATE_WIDE_AREA_NETWORK][bookmark: _Toc58379254][bookmark: _Toc89668675]STATE WIDE AREA NETWORK (WATECH WAN)
Washington Technology Solutions Wide Area Network (also referred to as "the Department's trusted Wide Area Network (WAN)"): the telecommunications network that links state agency offices throughout the state. 
[bookmark: SYSTEM][bookmark: _Toc58379255][bookmark: _Toc89668676]SYSTEM
A system is 
· one or more applications that perform related business function(s) on one or more related databases; or 
· a collection of one or more related runs that have a beginning and end to their processing cycle and include all programs and files involved in the cycle. 
Within any system the related IT functions of create, retrieve, update, and delete are performed. 
[bookmark: TABLET_PC]TRUSTED SYSTEM
Trusted Systems include only the following methods of physical delivery: (1) hand-delivery by a person authorized to have access to the Confidential Information with written acknowledgement of receipt; (2) United States Postal Service (“USPS”) first class letter, or USPS delivery services that include Tracking, such as Certified Mail, Express Mail or Registered Mail; (3) commercial delivery services (e.g. FedEx, UPS, DHL) which offer tracking and receipt confirmation; and (4) the Washington State Campus mail system.
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